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Executive Summary

The United States and its democratic allies are engaged in a contest for the soul of the Future Internet. Conceived
as a beacon of free expression with the power to tear down communication barriers across free and unfree
societies alike, the Internet today faces significant challenges to its status as the world’s ultimate connector.' In
creating connectivity and space for democratic speech, it has also enabled new means of authoritarian control
and the suppression of human rights through censorship and surveillance. As tensions between democracies and
the People’s Republic of China (PRC) heat up over Internet technologies, the prospect of a dichotomous Inter-
net comes more sharply into focus: a democratic Internet where information flows freely and an authoritarian
Internet where it is tightly controlled—separated not by an Iron Curtain, but a Silicon one. The Future Internet
is deeply enmeshed in the dawning information contest between autocracies and democracies.” It is the base
layer—the foundation—on which communication takes place and the entry point into narrative and societal
influence. How the next generation of Internet technologies are created, defined, governed, and ultimately used
will have an outsized impact on this information contest—and the larger geopolitical contest—between democ-
racy and authoritarianism.

Future Internet [fyu tfor 'm tornet] noun. The suite of
technologies and the standards for how they operate that
will define and shape digital connectivity over the next 30
years, including: infrastructure technologies and internet

protocols; application layer technologies that run atop this
infrastructure, harnessing data often with artificial intelligence;
and the governance frameworks this technology stack imputes.

China’s growing presence in the global telecommunications market—and the threat that reality poses to the
United States and its allies—has catalyzed both national security and economic policy interest in fifth-generation
cellular network infrastructure (5G). Like 2G, 3G, and 4G before it, the next generation of mobile connectivity
promises a step-change in Internet capability and a societal transformation—through the explosion of connected
devices across cities, vehicles, factories, and homes.’ The nascent data-fueled economy 5G Internet will spawn
represents a new playing field for nation-state competition in both commercial innovation and systems of gover-
nance alike. In this new economy, United States leadership is not assured.

China has made a targeted push to lead the world in the emerging technologies of the future—built on future
networks and extending to the applications their data will enable: from artificial intelligence (AI) and auton-
omous cars to smart grids and advanced manufacturing.* Chinese telecommunications giant Huawei has by
some measures provided the most technical contributions to the 5G standard and last year filed more patents in
Europe than any other company.” Heavy state subsidies provided by the Chinese Communist Party (CCP) have
increased the competitiveness of Chinese firms in critical technology industries abroad. As the Pentagon’s Inno-
vation Board bluntly put it: “The country that owns 5G will own many of these innovations and set the standards
for the rest of the world ... That country is currently not likely to be the United States.”®

The severity of threat that Chinese leadership poses to the Future Internet has been hotly contested in the United
States, across the Atlantic, and around the world. In most cases, the United States has driven this debate through
a narrow, albeit important lens: using diplomatic efforts, unsealed indictments, and the sharing of U.S. intelli-
gence, it has attempted to persuade allies that the inclusion of equipment made by Chinese telecommunications
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giant Huawei into national 5G networks would represent an unacceptable security risk.” According to the U.S.
intelligence community and an increasing number of allied intelligence services, this risk is increasingly objec-
tionable.! Many U.S. allies in Europe and around the globe will make decisions about Huawei’s participation in
their national 5G networks in the coming months. The consequences may last decades.

But the concerns around a growing authoritarian Internet go beyond espionage alone and even beyond Inter-
net and telecommunications infrastructure itself. This report argues that competing in and securing the Future
Internet—in 5G, 6G, and the generations and especially the applications to follow—is a crucial U.S. and allied
national security interest. It also demonstrates how the current U.S. and allied approach suffers from strategic
myopia on both sides of the Atlantic by over-focusing on traditional espionage without due consideration for the
ways in which infrastructure dominance will create industry and application dominance—and permeate gover-
nance.

As such, the report provides a roadmap for contesting China’s growing dominance in this critical infor-
mation arena across infrastructure, application, and governance dimensions—one that doubles down on
geostrategic interests and allied cooperation. An allied approach that is rooted firmly in shared values and
resists an authoritarian divide-and-conquer strategy is vital for the success of democracies in commercial,
military, and governance domains.

Across the infrastructure, application, and governance dimensions, the report uses open source reporting, cor-
poration records, case studies, vignettes, and original research to detail China’s use of infrastructural dependence
for geopolitical manipulation; its history of intellectual property theft as well as the U.S. and European under-
standing of this activity and the loopholes in their attempts to counter it; the connection between personal data
and the CCP Propaganda Department as “new oil”; China’s increasing role in international standards bodies and
how it uses that presence to advance both technology and authoritarian governance norms; and the emerging
synergistic relationship between one international technical organization and the Belt and Road Initiative (BRI).
In some areas, the report draws on transatlantic consultations to hone in on the approach of the United States
and its European allies, recognizing that while many democratic nations face similar challenges, a one-size-fits-
all approach is rarely an accurate depiction of reality. Finally, it includes 47 concrete recommendations for the
United States and democratic governments to strengthen their hand in Future Internet industries. Engaging in
authoritarian mimicry will not secure the Future Internet for open economies and open communications. De-
mocracies need to capitalize on their own strengths to respond effectively.

The report identifies ten key findings on China’ efforts across the infrastructure, application, and governance
dimensions of the Future Internet. These findings provide a picture of where democracies should focus—across
technology development and standards-setting—to compete and defend their values in the Internet-of-Every-
thing era.

o The CCP has a history of creating infrastructure dependence and using it for geopolitical leverage.
As such, China’s global market dominance in Future Internet infrastructure carries unacceptable risks for
democracies.

o The contest to shape 6G standards is already underway, with China leading the charge internation-
ally. As the United States ponders how it ended up on the back foot on 5G, China is moving ahead with
new proposals that would increase authoritarian control and undermine fundamental freedoms.

o The battle over the Future Internet is playing out in the Global South. As more developed nations
eschew Chinese network equipment, democracies’ response has largely ignored this global build-out of
networks and applications in the proving ground of the developing world that threaten both technologi-
cal competitiveness and universal rights.

o China is exporting “technology to anticipate crime”—a dystopian future police state. “Minority
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report”-style pre-criminal arrests decimate the practice of the rule of law centered in the presumption of
innocence.

o Personal Data Exfiltration: CCP entities see “Alternative Data” as “New Oil” for AI-driven applica-
tions in the Internet-of-Everything. These applications provide new and expanded avenues for mass
data collection, as much as they depend on this data to succeed--giving China the means and the motiva-
tion to vacuum up the world’s data.

o Datain, propaganda out: Future Internet technology presents opportunities to influence the infor-
mation environment, including the development of information applications that simultaneously
perform big data collection. Chinese companies are building information platforms into application
technologies, reimagining both the public square and private locales as tools for propaganda.

o Already victims of intellectual property theft by China, the United States and its democratic partners
are ill-prepared to secure sensitive information as the Future Internet ecosystem explodes access
points. This insecurity will continue to undermine technological competitiveness and national security
and compound these effects in new ways.

o China outnumbers the United States nearly two-to-one on participation in and leadership of critical
international Future Internet standards-setting efforts. Technocratic standards bodies are becoming
unlikely loci of great power technical competition, as Beijing uses leadership posts to shape the narrative
and set the course for the next generation of Internet technologies to support China’s own technological
leadership, governance norms, and market access.

o The world’s oldest UN agency is being leveraged as a propaganda mouthpiece for the CCP’s AI and
Future Internet agenda, whitewashing human rights abuses under a banner of “Al for Good.” The
upshot is an effort to shape the UN Sustainable Development agenda to put economic development with
authoritarian technology--not individual liberty—at their center.

o A symbiotic relationship has developed between China’s Belt and Road Initiative and UN agencies
involved in Future Internet and digital development. In this way, China leverages the United Nations
enterprise to capture market dominance in next generation technologies.

The report includes 47 concrete strategic and tactical policy recommendations democracies should adopt to suc-
ceed in the Internet-of-Everything era while advancing the democratic values of human rights, transparency, and
freedom from tyranny. When practicable, these recommendations embrace a multilateral frame that envisions
democracies as strategic partners in the defense and promotion of these values, along five key dimensions:

Counter China’s Structural Advantages in Future Internet Development and Deployment

Offsetting China’s cross-societal play requires adequate coordination in government. In the United States, the
White House should create a Technology Directorate at the National Security Council and appoint a Future
Internet Director with a joint appointment at the White House Office of Science and Technology Policy to co-
ordinate an interagency task force on U.S. and democratic global competitiveness to build out and implement a
cross-cutting Future Internet strategy.

The director should also establish a private sector working group of industry representatives; plan for 6G now by
leading a public-private coalition on 6G experimentation, standards, and spectrum, in coordination with dem-
ocratic partners; develop an interagency digital development agenda including a focus on the application and
governance dimensions of the Future Internet, and provide national security input to economic and trade policy.
European partners should tailor analogous structures to national environments, with an emphasis on bridging
communication and decision-making between economics ministries and ministries of foreign affairs on matters
of technology and national security.
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Construct Allied Solutions for the Developed and Developing Worlds

The United States cannot compete on its own: unilateral tech policy is vulnerable to claims of protectionism, and
in many areas U.S. allies are out front. A transnational alliance of democracies such as Britain’s “D10” should fuse
expertise and build collective political will to ensure the Future Internet is an open and democratic one. The D10
should create a multilateral “Trusted Internet” or “Trusted Cyber” standard based on the Prague Proposals for
5G and 6G infrastructure systems, hold a summit with the goal of drafting democratic principles for the appli-
cation layer of the Future Internet, and stablish three joint Future Internet Research and Development (R&D)
Centers of Excellence (CoE) on infrastructure, applications, and governance in North America, Europe, and the
Asia-Pacific. The standard should include the development of sustainable off-ramp plans and be used as input
into new Organization for Economic Cooperation and Development (OECD) member accession decisions, and
the output of the application layer summit should include a rubric for evaluating information apps in democra-
cies.

Increase Allied Coordination and Activity in International Standards Bodies

One reason China is writing the new global rules at international standards bodies is that the United States and
its allies are not coming together to defend their shared values or to clarify what they mean in the digital arena.
The D10, in coordination with the private sector, should conduct ongoing monitoring and assessment of the
proceedings of international standards bodies (such as the Third Generation Partnership Project (3GPP), the
UN International Telecommunications Union (ITU), and International Organization for Standardization (ISO).
This effort should provide an allied coordination function in advance of key meetings on standards that impli-
cate democratic governance, as well as ongoing assessment of PRC bloc action to advance specific features that
advantage Chinese companies or promote authoritarian Internet governance norms in infrastructure or applica-
tion standards. The D10 should also build a minimum common understanding of governance norms that should
shape a democratic Future Internet and work to install democratic leadership in key positions and focus groups.

Secure the Future Internet

Information security and data privacy must be pillars of a Future Internet for democracies - across both the in-
frastructure and application layers. Nationally in the United States, Congress should pass comprehensive federal
data protection legislation including cybersecurity standards for IoT devices and applications and transparency
around data brokers. The U.S. and allied intelligence communities should conduct comprehensive, end-to-end
5G cyber risk assessments across the entire Future Internet technology stack. At the international level, NATO
should update its cost-sharing structure to count a portion of excess nation spending on secure 5G and 6G infra-
structure towards its two percent defense spending goals; update its telecommunications security requirements
to align with the Prague Proposals; and conduct a forward-looking security assessment of future NATO commu-
nications infrastructure into 5G and 6G that includes an assessment of quantum information progress.

Contest Unfair Business Practices and Build Resiliency to Intellectual Property Theft

In the cyber domain, the United States suffers from a tragedy-of-the-commons problem in which companies

are not incentivized to come forward to report cyber intellectual property (IP) theft, especially from China, due
to fear of business repercussions. How and by whom data is stored, handled, accessed, and shared are central

to the distinction between democracy and autocracy. Democracies should extend and amplify that distinction.
Congress should pass comprehensive federal data protection legislation that includes a breach notification re-
quirement as a matter of corporate governance. The European Union should form a Commission on the Theft of
European Intellectual Property to study the costs of economic espionage and IP theft in Europe.
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The Future Internet and the
New Data Economy

o Market dominance in the Future Internet will create economic opportunity across infrastructure,
application, and governance domains. Democratic strategy on the Future Internet should promote an
affirmative vision for data-based application layer technologies that champion democratic values and
actively challenge authoritarian governance norms.

o China is exporting “technology to anticipate crime”—a dystopian future police state. 5G is only the
beginning of an application ecosystem that includes healthcare, education, energy and water manage-
ment, transportation, smart industries, and policing. Smart city and “safe city” infrastructure and com-
mand centers are a key Chinese surveillance export. In one case study, Brazilian authorities tout the use
of Chinese technology “to anticipate crime,” proclaiming “we will not wait for the crime to be committed
before we act”

o The battle over the Future Internet is playing out in the Global South. While many developed nations
pursue alternatives to Huawei, Chinese infrastructure is prevalent in Africa and Latin America, and Hua-
wei is building out the Future Internet’s application layer. The report calls for an international trusted cy-
ber certification to be developed multilaterally and used as input to new OECD membership for nations
like Brazil and Argentina. It also calls for a digital development strategy that prioritizes Future Internet
application development as well as infrastructure financing in the developing world.

The Future Internet is the suite of technologies and the standards for how they operate that will define and shape
digital connectivity over the next 30 years, including: infrastructure technologies and internet protocols; appli-
cation layer technologies that run atop this infrastructure, harnessing data often with artificial intelligence; and
the governance frameworks this technology stack imputes. Just as the current Internet of mobile applications
was a step change from the world of dial-up, the Future Internet will depart from our status quo, carrying with it
just as significant impacts on our information environment and our democracy. To date, U.S. efforts have largely
focused on infrastructure.

At its core, 5G is a set of technical rules—packaged into a global standard—that define how the next (fifth)
generation of telecommunications networks operate: which radio frequencies are used to communicate infor-
mation and how components like cellular devices, antennas, and base stations ferry that information. Much like
generations of wireless networks before it, 5G promises to usher in a step-change in capability arising from faster
speeds, lower latency, and higher bandwidths available for data-based applications.’

At least equaling 5G’s promise has been the hype surrounding its advent. Major airports around the globe have
been plastered with 5G-related ads, and in the United States, network providers like AT&T have billed pre-5G
deployments.'® Yet according to a Barclays survey, only 28 percent of businesses knew what 5G was and what it
could do in practice."

New generations of mobile networks have transformed the world populations connected lives—and with them
the means of global economic and technological competition.
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From the first handheld mobile phone call—placed in 1973—mobile network innovations have increased speed,
improved data-carrying capacity, and decreased latency, yielding a host of new applications with each successive
generation.

1G - Analog voice. Built in the late 1970s and 1980s, the retroactively named first generation automat-

ed cellular network was voice-only and analog. In this new “cellular” design, voices traveled over radio
channels to and from operator-deployed base stations in specific ranges of licensed frequency spectrum.
Neighboring cells operated at different frequencies to avoid interference, but the same frequency ranges
could be used over and over again when separated by enough physical distance. While the design was
novel, coverage was poor and sound quality low. Security was also non-existent. Voice conversations were
transmitted over radio waves unencrypted, meaning anyone with an off-the-shelf radio scanner could
easily eavesdrop on 1G conversations.'> Devices were large and heavy, with poor battery life. And because
different operators worked on different networks, there was no roaming support between them."

2G - Digital voice & basic data. Where the first generation established the foundations of mobile com-
munications, 2G replaced analog radio networks with digital signals, including text. Built in the 1990s,
2G digital networks saw mass consumer and business adoption, as digital compression and coding tech-
niques enabled more efficient use of the radio spectrum and a greater number of users on the network.
Signals were also digitally encrypted, making them more secure than the open analog calls of 1G. Over
successive deployments, the 2G era saw the advent of text (SMS), email, and picture messages, with data
transfer speeds comparable to dialup Internet and early DSL."*

3G - From the Blackberry to the iPhone. The International Telecommunications Union (ITU)’s IMT-
2000 standard codified 3G, which increased bandwidth and gave rise to the smart phone revolution,
enabling video conferencing, video streaming and voice over IP."” From multimedia entertainment to
location-based services, smartphone apps ushered in an entirely new economy.'® Broadband Internet
found its way to the home and office, and 3G powered truly global roaming. The iPhone was introduced
in 2007, and by 2010, 92 out of every 100 people worldwide held a mobile subscription—up from 39 in
2000."

4G LTE - Mobile Broadband. The 2010s era of true mobile broadband saw large increases in data ca-
pacity supporting richer content and more connections across smartphones, tablets, and laptops. Wider
channels, more antennas, and aggregated data pipes fueled faster connections, supporting Voice over

IP (VoIP), Internet Protocol version 6 (IPv6), gaming, and high-quality and high-definition video con-
ferencing and streaming capabilities. A simplified core network and lower latencies opened up these
applications in real-time. LTE Advanced is evolving to attain dynamic broadcasting and continuous
device-to-device proximity awareness.'®

5G - The Internet-of-Things era. Like generations of advances before it, 5G promises faster speeds, high-
er bandwidth, and lower latency that will usher in an era of connected devices and the ability to process
the data they produce. The upshot is a new generation of consumer and industrial technologies.

o Applications: Smart cities, remote surgeries & telemedicine, automated factories, industrial sen-
sors, driverless cars, virtual reality and augmented reality, 3D video, precision agriculture systems,
cloud computing, and the Internet of Things (IoT)."

o Speed. Running from 10 to 100 times the speed of 4G means downloads and data-processing fast
enough for advanced processing and real-time decisions.

o Bandwidth. 4G networks are bandwidth-limited—too many connections slow down the network.
Increased bandwidth in 5G allows for more connected devices operating at the same time and the
ability to act in concert—from connected toothbrushes and kitchen appliances to street lights.*
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o Latency. Low latency—the lag time in communications between devices and servers—allows
for the near-instantaneous communication necessary for technologies such as self-driving cars.
Sensors on the vehicle must perceive the driving environment, send signals over the network to a
cloud processing unit, analyze the influx of environmental data, and send a signal back to the ve-
hicle directing its next move. To do so successfully and safely, such communication must be rapid.

e 6G - The Surface Revolution. As 5G lays the groundwork for the future of connected devices, full realiza-
tion of the Internet-of-Everything and many of the higher end promises of 5G may not truly be achieved
until 6G in the 2030s. Heralded as the end of the smartphone era, 6G is the stuff of science fiction: mul-
tisensory augmented, virtual, or mixed reality, connected robotics and autonomous systems, drone-de-
livery systems, autonomous drone swarm, and vehicle platoons. The emergence of smart surfaces and
environments, wireless brain-computer interactions, and blockchain and distributed ledger applications
will again revolutionize the economy and modern day life.* Crucially, China is acting today by leading
international efforts to shape the development of 6G to accord with authoritarian norms of control.

The new data economy that 5G and 6G network infrastructure enables will open up not only new applications,
but new modes of value creation and economic power.

Deloitte defines IoT as follows:

“The IoT is a suite of technologies and applications that equip devices and locations to generate all kinds
of information—and to connect those devices and locations for instant data analysis and, ideally, “smart”
action. Conceptually, the IoT implies physical objects being able to utilize the Internet backbone to com-
municate data about their condition, position, or other attributes”*

Worldwide corporate data has been increasing exponentially over the last decade, and the advent of the IoT
will only continue this trend.” Technology research firm IDC predicts that by 2025, there will be 41.6 billion
connected devices serving consumers and businesses worldwide, creating upwards of 79 zettabytes of data.*
Harnessing, processing, analyzing, and acting on this abundance of data will be central to economic success in
factories, cities, retail, medicine, and more.

The United States lacks a federal legal or regulatory framework for securing this data, while in Europe, there is an
overreliance on high-risk vendors from China with a history of IP theft. In many partly free states from Thailand
to Kenya to Ecuador—including some that Morgus et al, have dubbed the “digital deciders”—both problems are
true.”

According to a seminal McKinsey report, by 2025, IoT will generate from $4 to $11 trillion of potential economic
impact each year.” The academic international relations literature has long drawn connections between econom-
ic and geopolitical power, and China’s economic rise is no exception to this trend.”” The task of democracies will
be to harness this power while advancing the principles of privacy, accountability, and data protection that may
seem, at times, to be at odds with capturing this value.

This explosion of data has already given rise to business models based on the mass collection and aggregation of
personal data—what Shoshanna Zuboff terms “surveillance capitalism.”*® In democracies, these business models
raise questions about the responsible handling and securing of data on the grounds of personal privacy and sen-
sitive data protection. In authoritarian states, an abundance of personal information presents new opportunities
for repression and control.”” At a time when the United States and its democratic allies and partners are strug-
gling to construct a model for governance of the data-driven economy that accords with their most basic values,
China is charging ahead to imagine the future of AI.*

Most egregiously in Xinjiang, China, a sophisticated network of data-powered surveillance technologies is
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deployed to control its ethnic Uyghur population through facial recognition cameras, GPS trackers, DNA check-
points, and online-behavior monitoring.

Outside of Xinjiang, 200 million cameras watch China’s population. Some schools feature GPS and facial-recog-
nition-enabled uniforms to enforce attendance and behavior in children. Beyond China’s borders, its companies
sell tracking and monitoring systems to authoritarian governments and police forces worldwide—often through
similar vehicles as the placement of 5G technology.” Some 63 countries and counting, from Pakistan and Ghana
to France and Spain, have bought AI surveillance equipment manufactured in China.*

“We Won’t Wait for the Crime to Happen Before We Act”

In one case study highlighted by Huawei’s public safety vertical, a Brazilian official describes the use of Hua-

wei technology to “anticipate crime.” In a Huawei promotional video entitled “Using Technology to Anticipate
Crime,” Mauricio Teles Barbosa, the Secretary of Public Safety of Brazil’s Bahia State, explains that Bahia has
invested in a $100 million project to build a command, control, and intelligence center for its police. “There is no
point in having thousands and thousands of cameras if we don’t analyze these images and use facial and license
plate recognition,” he says, introducing new image and video analytics tools Bahia is investing in. More suspects
will be able to be arrested as “a preventive measure ... We won't wait for the crime to happen before we act”*

Source: Screenshot of the Huawei video “Using Technology to Anticipate Crime.”**

“Nowhere to Hide”—Modeling Smart and Safe Cities after CBS’ Sci-Fi Show “Person of Interest”

Huawei’s Safe City technology (or at least the marketing thereof) also appears to derive inspiration from Amer-
ican science fiction crime drama “Person of Interest”—in which an all-seeing AI collates all sources of informa-
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tion including surveillance cameras and electronic communications to predict human behavior and intervene in
the prevention of violent crime. In one marketing document entitled “Nowhere to hide: Building safe cities with
technology enablers and AI,” Huawei writes:

“In the popular sci-fi crime drama Person of Interest, criminals are equipped with a shadow map of New
York to avoid surveillance cameras, creating breeding grounds for crime. Shift to the real world, and gov-
ernments are ramping up camera coverage in cities to stop these hotspots from emerging and are using
big-data driven tech like computer vision to cut crime.

“By analyzing people’s behavior in video footage, and drawing on other government data such as identity,
economic status, and circle of acquaintances, Al could quickly detect indications of crimes and predict

potential criminal activity, just like Machine on Person of Interest.”*

The article depicts a multi-pronged and multi-sensory information environment that draws on neighborhood
and home security systems, street lights, and environmental monitoring systems—in addition to more tradition-
al security cameras—to provide full-picture surveillance. In particular, the pooling of resources from “telcos” and
local governments illustrates the full-spectrum nature of the Future Internet, and the interconnections among
infrastructure, application, and governance dimensions:

“When constructing safe cities, different municipal departments and telcos will be able to pool resources
and build integrated systems that combine street lamps, mini base stations, and surveillance cameras,

so that all areas with street lighting can be placed under surveillance. It will be possible to beam footage
from front-line police officers equipped with wearable cameras live to control centers on wireless net-
works.

“In the fully connected cities of the near future broadband is fast and ubiquitous, allowing public spaces
to be covered by surveillance equipment, with unified platforms incorporating information from a range
of sources, including environmental monitoring equipment, road surveillance cameras, neighborhood
and home security systems, and network information security surveillance. Control and dispatch centers
will use this information to help carry out unified surveillance, safety management, and dispatch of pub-
lic safety resources.”*

To be sure, there are numerous challenges to implementing these futuristic police systems. One Huawei points
out is the inability of local authorities to access information from private cameras absent a fusion platform. An-
other is the technical and processing challenge of fusing all this data and deriving behavior insight from it.

But treating 5G and 6G infrastructure, application layer information systems, and surveillance technologies in-
dependently in not reflective of the information environment Beijing aspires to create. A Future Internet for de-
mocracies needs to move beyond these siloes to compete in and re-envision modern public squares and private
living rooms in a way that accords with universal rights.
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Vignette 1: Data of the Daily Commute

When Steve gets in his 2030 Toyota Prius, 5G-enabled edge computing will shape much of his daily commute.
Data storage and processing localized to the car could alert him to nearby drivers and pedestrians based on their
IoT devices. 5G edge computing could enable his car to communicate with his house or office to adjust lighting,
temperature, and energy consumption as he approaches. It could even try to ease the traffic on his route by con-
necting the car, traffic lights, and GPS to set up an optimal path.

However, 5G will have less obvious—and less benign—eftects as well. The proliferation of 5G applications relat-
ing to autonomous vehicles also means that many systems and companies will have access to potentially sensitive
information about Steve’s location, habits, or consumption. Firms could track his every move from data on any
drive, from how often he visits his doctor or therapist, to his trips to local bars. Theyd know how often, and from
where, Steve gets takeout for dinner. They could determine where his children go to school or have soccer prac-
tice. They could figure out when his house is empty. Ominously, Steve may have no influence over how compa-
nies use the information, or to whom they might sell 5G-enabled data.
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Vignette 2: Urban Survelillance

When Alexis moved to New York, she was excited to enjoy all the attractions of the Big Apple, as well as the ano-
nymity that she thought came from living in a metropolis. However, new 5G-enabled facial recognition software
meant that government and private companies could track her whereabouts on a real-time, near-constant basis.
Interconnected systems of cameras, sensors, local storage, processing, and data integration platforms could po-
tentially mean the end of privacy as we currently know it.

5G-enabled facial recognition could tell governments and firms exactly where people are in public spaces. Visits
to the grocery store, the gym, school, and work could be monitored. Still more chilling, facial recognition could
stifle public participation in core elements of the democratic process. Devices could potentially track who at-
tends local community meetings (from city council hearings to PTA meetings), as well as who participates in
protests, demonstrations, and other means of activist expression. People would live their lives under relentless,
unceasing surveillance, with little or no guarantee of proper oversight and accountability related to these 5G-en-
abled systems.
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Vignette 3: Convenience at a Cost

Jay thought he would enjoy the convenience of 5G-enabled devices contributing to a “smart home” of the 21st
century. What he did not initially consider, however, was the loss of privacy that the smart home devices would
cause. The firms behind these devices could learn all about his daily habits, behavior, and lifestyle.

For instance, a smart fridge could determine how much juice, wine, and milk he and his wife drink in a week,
and observe the progress of their diet and nutrition. Other smart devices could show which side of the bed Jay
sleeps on, and potentially how much sleep he gets each night. A smart TV would know how often and what
shows his family watches. Smart devices could recognize when no one was at home, too.

Devices like Amazon’s Alexa, by connecting to or syncing with other devices, could incorporate video or audio
recordings of pretty much anything occurring within the home. Whether or not Jay and his family consciously
realize it, the 5G-enabled devices could be feeding companies vast streams of highly personal, often sensitive
data. If bad actors sought to control the devices or otherwise compromise that data, Jay’s family would likely have
limited options to respond; they might not even be aware a breach had occurred.
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The Authoritarian Internet: A Global Threat

o The CCP has a history of creating infrastructure dependence and using it for geopolitical leverage.
As such, global market dominance in Future Internet infrastructure carries unacceptable risks for democ-
racies. Vietnam’s rejection of territorial claims by China in the South China Sea provides an illustrative
case-in-point. From 2014 to the present day, Chinese investors have frozen energy infrastructure proj-
ects in Vietnam and cyber groups linked to China have launched cyberattacks on Vietnamese airports
and government officials in response to disagreements over China’s maritime claims in the South China
Sea. If Chinese companies grow to dominate even more of the Future Internet market, networks around
the world could be shut off in response to political disagreements or at the onset of or during a military
engagement.

e Personal Data Exfiltration: CCP entities see “Alternative Data” as “New Oil.” In the Internet-of-Every-
thing, Al-driven applications provide new and expanded avenues for vacuuming data, an essential input
to technology which China aims to lead. One CCP subsidiary, Global Tone Communication Technology
(GTCOM), held a conference in January 2019 with a tagline that crystallizes this mission: Alternative
Data: New Oil. As the Australian Strategic Policy Institute has found, GTCOM collects global data in
over 65 languages and bills itself as “the world’s leading company in big data and artificial intelligence.”

e Data in, propaganda out. Future Internet technology presents opportunities for influencing the infor-
mation environment, including in applications that simultaneously perform big data collection. Chinese
companies are building information platforms into application technologies, reimagining the public
square and private locales as tools for propaganda—political or otherwise. ZTE’s Smart Street light stan-
dard, for example, includes an advertising platform; a China-led standards group envisions future cars as
“infotainment spaces;” Huawei is promoting its big data approach to “smart tourism” and cultural heri-
tage information; and the China Broadcasting Network is a contributor to Future Internet standards-set-
ting efforts.

e Already victims of Chinese intellectual property theft, the United States and its democratic partners
are ill-prepared to secure sensitive information as the Future Internet ecosystem explodes access
points. According to the Commission on the Theft of American Intellectual Property, trade secret theft
reduces U.S. GDP by 1 to 3 percent, or approximately $180 billion to $540 billion per year. China is the
world’s principal IP infringer and accounts for approximately 80 percent of cases brought by the U.S.
Department of Justice (DOJ) National Security Division since 2012. While the EU’s data protection re-
gime provides some natural security measures, a holistic understanding of the cost of IP theft in Europe
is limited. The report calls for a comprehensive cyber risk assessment for 5G and the IoT and a European
Commission to study Intellectual Property Theft in Europe.

While 5G, 6G, and the Internet generations to follow will offer significant economic opportunity around data
and connected devices, they will also introduce new risks to democratic societies. For the United States, much of
the turmoil surrounding the question of allowing a Chinese presence into allied telecommunications networks
has focused on the threat of traditional espionage. If a Chinese vendor with unclear ties to the authoritarian
one-party state and a legal requirement to cooperate with Chinese intelligence services installs—or worse, owns
and operates—the backbone by which all information travels, the access afforded could render moot efforts to
classify and guard sensitive information. According to the U.S. intelligence community, that concern is very
real.”’” Yet the risks of a sizeable authoritarian presence in the democratic Internet go beyond espionage. Focusing
narrowly on the espionage threat—as U.S. diplomatic efforts in Europe and elsewhere have—fails to play to U.S.
strengths.

Instead, a more holistic understanding of the threat space is necessary, both to sharpen allied engagement on 5G
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and 6G and to construct collective solutions across infrastructure and application layers.

Traditional Espionage

The chief, and at times the sole, national security argument made against using Chinese telecommunications
equipment in allied networks is that it allows the CCP a clear window into classified information through a
“backdoor” that can be inserted in network equipment. As such, European efforts to assess Huawei’s safety have
been about finding a “smoking gun” that proves Huawei equipment siphons data back to China. In January 2020,
Guillaume Poupard, head of France’s national cybersecurity agency ANSSI said they had not uncovered evidence
of Huawei using European communications infrastructures for espionage: “There is no Huawei smoking gun as
of today in Europe...There is no situation with Huawei being caught massively spying in Europe. Elsewhere may-
be it’s different, but not in Europe.™®

“One Firmware Update Away”

Two facets complicate this picture. First, the absence of a smoking gun today is no guarantee that there will be
no future efforts at espionage—especially as tensions between China and democracies deepen.” In fact, the story
of China’s authoritarian rise is one of building increasing dependence without significant provocation until such
time that it can be used for military, economic, or political advantage—the sharp and coercive power model.*’
While that dependence is being built, there is a strong incentive by China to resist the public backlash that would
arise from more brazen activity. More importantly, an increasing prevalence of software-based-systems—as 5G
boasts as a feature—creates a large attack surface for software updates to introduce vulnerabilities remotely.*!

As Senator Mark Warner has put it, “This is not about finding “backdoors” in current Huawei products—that’s

a fool’s errand. Software reviews of existing Huawei products are not sufficient to preclude the possibility of a
vendor pushing a malicious update that enables surveillance in the future. Any supposedly safe Chinese product
is one firmware update away from being an insecure Chinese product.”** Vulnerabilities and bugs are a part of
the software development lifecycle, as the over $100 billion global cybersecurity industry shows.** Actors look-
ing to penetrate networks seek to find those vulnerabilities in order to exploit them. It is far easier and more
cost-efficient for an ill-intentioned adversary to find vulnerabilities that have been self-introduced than those it
needs to hunt for and which can be patched. Ultimately a risk mitigation framework is about raising the costs of
adversary network penetration. In March 2019, an annual U.K. security review on Huawei equipment pointed

to issues with “shoddy” engineering and basic “cyber security hygiene” giving rise to exploitable vulnerabilities.**
Most significantly, the report concluded, “It is not possible to be confident that the source code examined by the
HCSEC is precisely that used to build the binaries (software) running in the U.K. networks”* That is, ultimately,
the U.K. body designed to oversee Huawei infrastructure in the country is unable to review the precise code run-
ning Huawei network equipment. If a vulnerability had been or is introduced, they would not necessarily see it.*

Moreover, in late 2019, the U.S. government shared intelligence with allies including Germany and the United
Kingdom that provided evidence of that elusive, if ancillary, backdoor. With most telecommunications compa-
nies, a lawful intercept mechanism is typically inserted into equipment for tightly controlled access by telecom
operators and authorized law enforcement officers in the execution of court-ordered surveillance. There are strict
restrictions on who can access that information. Intelligence reportedly indicates that in Huawei’s equipment,
that mechanism is designed to allow them to access the data as well—instead of bypassing the equipment vendor
and going straight to the telecom operator and designated personnel.*’

Huawei’s own public messaging on this topic is also reason for suspicion. The oft-cited Chinese National Intelli-
gence Law of 2017 requires telecommunications firms to comply with CCP data demands, clearly contradicting
Huawei public statements to the contrary. Moreover, a long history of scholarship on the relationship between
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the CCP and Chinese companies suggests that the idea that any company could meaningfully refuse CCP de-
mands is fanciful, built on a Westernized conception of the role of the private sector.*®

Allied Intelligence Sharing and Mixed Messaging

The above concerns have given rise to complications over allied intelligence sharing arrangements, as some U.S.
allies have yet to exclude Chinese-made infrastructure.” In particular, the Five Eyes intelligence sharing part-
nership among the United States, United Kingdom, Australia, Canada, and New Zealand is a particularly crucial
fault point. Beyond Five Eyes, allied intelligence sharing, including at NATO, forms the basis of security engage-
ment on threats from counterterrorism to disinformation.* Closer collaboration will be necessary to track, as-
sess, and respond to threats from China, Russia, and Iran in the cyber and information arenas. Rifts over secure
mechanisms to share information play directly into the hands of an authoritarian divide-and-conquer strategy.

For months, U.S. officials threatened to withdraw intelligence sharing from allies that refuse to exclude Huawei
from 5G networks.” This debate came to a head in January 2020, when the United Kingdom announced an ini-
tial decision to exclude high-risk vendors like Huawei and ZTE from only “sensitive” parts of the network (in-
cluding those previously labelled the ‘core’ as well as critical infrastructure, legal intercept, or sensitive military
and intelligence systems) and capped the presence of high-risk vendors to 35 percent of the access network.*
That week, U.S. Secretary of State Mike Pompeo visited the United Kingdom and provided reassurances that the
U.S.-U.K. intelligence sharing relationship would find a way to operate securely despite a decision that did not
issue a complete ban: “With respect to information and the Five Eyes relationship, that relationship is deep, it

is strong, it will remain,” he said. “All the elements of the five eyes will work together on this to ensure that the
systems are sufficiently secure”> In February 2020, however, U.S. officials sent mixed messages on the future

of allied intelligence sharing. Within the span of a few days overlapping with the Munich Security Conference,
President Trump’s senior advisor Robert Blair said in reference to the United Kingdom that there would be “no
erosion in our overall intelligence-sharing,” while U.S. Ambassador to Germany Richard Grenell repeated the
caution that “any nation who chooses to use an untrustworthy 5G vendor will jeopardize our ability to share in-
telligence and information at the highest level”>* Deputy Assistant Secretary of State for Cyber and International
Communications and Information Policy Robert Strayer also noted that the United States was “required by law
to reassess our intelligence sharing relationship with anyone who uses Huawei.” The upshot of this mixed mes-
saging is little clarity for U.S. allies on the extent to which allied intelligence sharing will be undermined by the
inclusion of untrusted Chinese vendors into parts of the network.

Cordoning Off the Network

The ability for the United States to share intelligence with allies that continue to use Huawei equipment in select,
non-critical parts of their 5G networks and the ability of those allies to protect their own sensitive information
partly hinges on the ability to cordon off some parts of the network from others. At least publicly, there has been
disagreement, including within Five Eyes, on whether this separation is possible. Implicit in the U.K’s January
2020 decision was that with exclusions and regulatory safeguards, it would be possible to construct a system
architecture that sufficiently mitigates risk, while including high-risk vendors in portions of the network. By
contrast, in a post for the Australian Strategic Policy Institute, former head of signals intelligence and offensive
cyber missions for the Australian Signals Directorate Simeon Gilding asserted that the Australian government
attempted to design cybersecurity controls to “prevent a sophisticated state actor from accessing our networks
through a vendor. But we failed” Australia banned Chinese vendors Huawei and ZTE from its 5G networks in
August 2018.*° Gilding writes that the United Kingdom has “doubled down on a flawed and outdated cyberse-
curity model to convince themselves that they can manage the risk that Chinese intelligence services could use
Huawei’s access to UK. telco networks to insert bad code.” The United States arrived at similar conclusions back
in 2012. A seminal House Intelligence Committee report assessed that “Huawei and ZTE cannot be trusted to
be free of foreign state influence and thus pose a security threat to the United States and to our systems.” The
United Kingdom has toughened its stance, but the considerations therein should serve as a guide to democratic
nations examining these decisions in the coming months and years.
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State of the 5G Landscape in Europe

In January 2020, European Union member states adopted the EU Toolbox for 5G Security and EU Toolbox of
Risk Mitigation Measures for cybersecurity of 5G networks that provided guidance on holistic risks, including
from high-risk vendors and potential mitigations.”® It leaves up to individual member states how each will imple-
ment the toolkit, and the past year has seen some nations move to exclude or phase out Huawei from 5G net-
works. In other cases, national telecom operators have chosen to move away from high-risk vendors and opt for
trusted European suppliers. In some countries, Huawei is expected to remain. In the east, Romania, Poland, Es-
tonia, Latvia, and the Czech Republic have signed joint statements with the United States on 5G and some have
moved to exclude Huawei.” Poland is considering legislation that would restrict the new purchase of Huawei
equipment, but not require a rip-and-replace of the gear from 4G networks.® The Czech Republic hosted the 5G
Security Conference and spearheaded the establishment of the Prague Proposals for 5G Security, which outline
vendor-neutral considerations for the adoption of secure 5G systems. The Proposals fall under four categories:
Policy; Technology; Economy; and Security, Privacy, and Resilience. In particular, they reference a vendor’s rule
of law environment and economic fairness.®!

Since the summer of 2020 and in the wake of Beijing’s failed “wolf warrior” diplomacy initiative over the coro-
navirus, there has been a small shift in European approaches to Huawei. In July, France moved to phase out
Huawei by restricting the renewal of Huawei licenses once they expire, amounting to a de-factor exclusion by
2028.%% Around the same time, the United Kingdom decided to pursue a similar approach, despite a January 2020
decision to allow high-risk vendors in non-sensitive areas of the network (capped at 35 percent). By July, Britain
had decided to ban the new purchase of Huawei equipment after December 31, 2020 and to require a phase out
of Chinese 5G equipment by 2027.%° And in a significant finding in October 2020, a U.K. parliamentary commit-
tee concluded directly that there was “clear evidence of collusion” between Huawei and the “Chinese Communist
Party apparatus,” suggesting a possible expediting of the phase-out timeline to 2025.%* The report cited Huawei’s
state subsidies from the CCP and came on the heels of an October 2020 report by the country’s GCHQ Nation-
al Cyber Security Centre finding that Huawei had failed to adequately address security flaws and only “limited
progress” in remediation of identified problems had been made.®

Among the most significant developments in fall 2020 was in Germany, which has been considered a linchpin
state for 5G in Europe that smaller nations might follow. An IT security bill that Chancellor Merkels cabinet is
reported to pass in fall 2020 would also move to phase out Chinese vendors. While not providing an explicit ban,
the legislation would likely raise the bar so high in terms of a “trustworthiness” assessment that Huawei would be
incapable of clearing it.*

In the face of national government-level moves to reconsider Huawei’s presence in 5G networks, leading telecom
operators in some countries have selected alternative vendors to build out 5G in advance and in possible antici-
pation of regulatory decisions. In October, Belgian operators Orange Belgium and Proximus dropped Huawei in
favor of European suppliers Nokia and Ericsson, selecting Nokia to build out the radio access network and Er-
icsson to supply the 5G core. Telenet, the third major operator in Belgium, which holds strategic importance due
to its seats of the EU and NATO in Brussels, has relied on China’s ZTE in the past and plans to make a supplier
decision by mid-2021. After economic threats from Beijing over the decision, Denmark’s minister of defense
announced a desire to use suppliers from countries with whom there are existing alliances.*®

Some states have been slower to act on the EU’s recommendations for cyber risk mitigation, leaving Huawei an
option especially in the RAN. In Italy, the future of Huawei is still up in the air. Telecom Italia, Italy’s major carri-
er which also builds networks in Brazil, excluded the Chinese vendor from a 5G core network tender, and deeper
discussions are ongoing.® In Spain, Huawei was granted a security clearance in June 2020.”° In Portugal, no ban
is on the horizon, but its major operators have chosen to exclude Huawei from the 5G core.” Ireland has made
no public moves to exclude high-risk vendors, with its top telco provider Eir affirming trust in Huawei’s security
and stating in September 2020 that it would move ahead with the Chinese vendor for its RAN (Eir uses Ericcson
for the core).”” States such as Austria, Sweden, and Finland have yet to take a clear position.
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Commercial Espionage

Even if military-sensitive portions of 5G networks could be cordoned off, classified national security information
is far from the only information that democracies should be concerned about protecting from authoritarians.
Targeting of the private sector, a key pillar of democratic nations, through the theft of commercial and trade
secrets has long formed an essential part of China’s strategy to compete in emerging technologies.” The Made

in China 2025 plan, released in 2015, outlines ten critical technology areas in which China intends to reduce
foreign dependence to achieve homegrown leadership from robotics and IT to aviation, transportation, and bio-
pharma. The DOJ has issued charges of IP theft against Chinese actors in eight of those fields.”

The CCP, People’s Liberation Army (PLA) cyber activity groups, and connected technology firms pursue a range
of tactics to steal intellectual property, with cyber intrusions an important element of that toolkit. U.S. and allied
companies are uniquely susceptible. According to the 2018 Section 301 investigation report from the Office of
the United States Trade Representative, “For over a decade, the Chinese government has conducted and sup-
ported cyber intrusions into U.S. commercial networks targeting confidential business information held by U.S.
firms.” The report further assesses that information gained through cyber intrusion by the Chinese government
is then fed as competitive intelligence to state-owned firms through a formalized process.” These firms have the
resources of the world’s second largest economy as corporate espionage providers.

In the United States, this targeted strategy of cyber-enabled IP theft of critical technology has resulted in tremen-
dous costs to both the U.S. economy and its technological competitiveness. According to the Commission on the
Theft of American Intellectual Property, trade secret theft reduces U.S. GDP by 1 to 3 percent, “meaning that the
cost to the $18 trillion U.S. economy is between $180 billion and $540 billion”’¢ China is the world’s principal

IP infringer and accounts for approximately 80 percent of cases brought by the DOJ’s National Security Division
since 2012.7

Huawei itself is a notable case-in-point. The company’s rise to prominence in the telecommunications market

is littered with flagrant intellectual property theft, backed by the leverage of government-controlled access to
the Chinese market to pressure accusers into continuing business relationships with Huawei.”® A February 2020
Justice Department indictment details Huawei’s theft of nonpublic intellectual property including robotics equip-
ment, cellular-antenna technology, and Internet router source code from six U.S. companies—Cisco, T-Mobile,
and Motorola identifiable among them.” Huawei’s deliberate and deceptive scheme to steal proprietary phone
testing technology from T-Mobile was documented in the January 2019 charging documents from the Western
District of Washington. After carefully cultivating a relationship with T-Mobile US (the U.S. subsidiary of Ger-
many’s Deutsche Telekom) to gain entry into the U.S. mobile phone market, Huawei sought to acquire—first by
licensing, then by theft—the designs for a robotic phone tester called Tappy, which allowed T-Mobile a compet-
itive market advantage in producing error-free phones. The indictment cites e-mail exchanges between Huawei
China headquarters and engineers in T-Mobile’s Bellevue facility over the course of nine months with taskings,
requests, and reminders for the Seattle-based engineers to photograph and provide specifications of Tappy

so that Huawei China could replicate the testing device for its own phones. After numerous reports to Hua-

wei China that T-Mobile would not provide the information and that their questions were angering T-Mobile,
Huawei China sent an engineer working on Huawei’s Tappy copy, the xDeviceRobot, to the United States to take
unauthorized photos of the device, improperly accessing the secure facility in which Tappy was housed with the
badges of Huawei’s U.S.-based employees. Eventually, one Huawei engineer absconded with Tappy’s robotic arm
in his backpack. Huawei claimed that the employee acted on his own and fired him.

The indictments also detail a formal bonus program instituted in 2013 to reward Huawei employees who stole
confidential information, with the reward based on the value of the information obtained:

“Employees were directed to post confidential information obtained from other companies on an inter-
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nal HUAWEI website, or, in the case of especially sensitive information, to send an encrypted email to

a special huawei.com email mailbox. A ‘competition management group’ was tasked with reviewing the
submissions and awarding monthly bonuses to the employees who provided the most valuable stolen
information. Biannual awards also were made available to the top “Huawei Regional Divisions” that pro-
vided the most valuable information. A memorandum describing this program was sent to employees in
the United States.”®

At times, Huawei employees were required to give fake company names at trade shows and to foreign law en-
forcement officials in order to conceal their affiliation. More subtly, Huawei capitalizes on funding relationships
with universities around the world to access patented technology. Universities, too, have been the targets of Chi-
nese state-sponsored cyber espionage.®!

Of course, Huawei is far from the only Chinese company engaged in wide-scale corporate espionage. A directive
from China’s Ministry of State Security, for example, is thought to be responsible for a large-scale hacking oper-
ation to acquire technology to build state-owned Comac’s C1919 airplane to compete with Airbus and Boeing.*
Beyond the theft of costly R&D itself, Chinese hackers target cost and pricing data, internal strategy documents,
negotiating positions, trade secrets, sensitive communications, and other valuable business information.® Ac-
cording to FBI Director Christopher Wray, the FBI has about 1,000 pending cases against China’s attempted
technology theft actors across 56 field offices.**

Chinese IP Theft: U.S. Policy

Despite efforts by the Obama administration to quell Chinese economic espionage, most notably a 2015 joint
statement with Chairman Xi Jinping pledging to cease corporate IP theft, the scale of these activities is on the
rise.®

The DOJ’s renewed focus on quelling commercial IP theft from China through its 2018 initiative to combat Chi-
nese economic espionage is a helpful step towards prosecuting these cases and raising awareness on how these
firms exploit U.S. innovation.*® However, more needs to be done to align private sector incentives in the direction
of reporting this behavior to federal authorities in the first place. A 2019 investigation by NPR and PBS found
that for decades U.S. businesses failed to report Chinese IP theft, as they feared action by the U.S. government
against Chinese firms would threaten their business prospects in China. Even when companies did call in suspi-
cions of cyber activity by China, and authorities identified covert Chinese PLA Unit 61398 as responsible for an
array of attacks, no U.S. companies were willing to be plaintiffs. To this day, most still will not come forward.”

Additionally, a more thorough understanding of the entry points of cyber intrusion into business and personal
networks that can lead to the exfiltration of corporate data is needed in the 5G and Internet-of-Everything era.
The United States has not produced a comprehensive risk assessment of future networks or a plan to mitigate
these risks.

Chinese IP Theft in Europe

Although European nations have studied cybercrime and IP theft to varying degrees, the scope and scale of IP
theft, especially by China, is not comprehensively understood at the EU-level. The BfV, Germany’s domestic
intelligence agency, estimated that German firms lost €55 billion ($65.3 billion) to espionage, sabotage, and data
theft in 2016. Chinese hackers in particular have targeted Germany’s leading manufacturing technology sector.
In the telecommunications realm, Deutsche Telekom AG said it detected 30,150 cyberattacks from Chinain a
single month in 2017.%® In the Netherlands, the Military Intelligence and Security Service (MIVD) warned of the
threat of the theft of dual-use technical knowledge by China in a 2019 annual report.* The Ministry of Foreign
Affairs also discussed this threat in a 100-page strategy on China.” Germany’s BfV has issue similar warnings.”
In 2018, the United States and United Kingdom jointly accused Chinese hackers from the APT10 group of what
the UK. foreign minister called “one of the most significant and widespread cyber intrusions against UK and
allies uncovered to date, targeting trade secrets and economies around the world” in industries from pharmaceu-

Alliance for Securing Democracy | October 2020 18



ticals to aviation.”” A 2011 U.K. report concluded that the cost of cybercrime due to IP theft totaled £9.2 billion
per annum.”

The long-term competitiveness of European advanced technology companies depends on securing its innova-
tion. Fortunately, the EU is ahead on some of the tools. The breach notification requirement in the EU’s General
Data Protection Regulation (GDPR) is excellent grounding for expanded requirements on the reporting of IP
theft. The EU has already brought a World Trade Organization (WTO) suit against China, while recognizing in
some countries that WTO tools are inadequate. However, a greater, more public understanding of how China
illegally appropriates IP and the economic cost to European innovation is needed.

Personal Data Exfiltration

In the information age, personal data has also taken on increased economic and national security import—and
with it, an escalation of concerns surrounding privacy and government access. For democracies, protecting the
explosion of citizen data that the Internet-of-Everything generates will be vital for securing both their values and
global competitiveness vis-a-vis authoritarian regimes.

Authoritarian states like China, Russia, and, increasingly, Iran have seized on the value of personal data, boosted
by advances in Al and specialized processors that analyze it. China in particular is engaged in efforts to vacuum
up global data, including that of citizens in democracies. In 2017, Chinese military-based hackers stole address-
es, birth dates, Social Security numbers, and other data on approximately 145 million Americans in a cyberattack
on consumer credit reporting agency Equifax. The FBI described the intrusion as “the largest known theft of
personally identifiable information ever,” and identified it as one of many examples of China’s interest in collect-
ing Americans’ person data.”* In late 2018, the Marriott hotel chain announced a breach of its systems, which al-
lowed the exfiltration of hundreds of millions of customer records, including credit card and passport numbers.
In February 2020, the U.S. DOJ attributed the attack to China just weeks before a second Marriott data breach
was announced targeting account passwords or PINs, payment card information, passport information, national
IDs, and driver’s license numbers.”” Chinese hackers have also been linked to major personal data breaches at the
Office of Personnel Management (OPM) and medical insurance company Anthem.

In the bio-economy, the Chinese government is amassing DNA surveillance information on its Uyghur popula-
tion in Xinjiang.”® Outside Xinjiang, China’s biotechnology behemoth BGI Group collects genetic information
for use in the future of the biotechnology industry with personalized medicine.”” BGI also partners with Huawei
on big data storage for its genetic research. A key element of BGI’s rise from the scientist-founded nonprofit
Beijing Genome Initiative to gene giant status was its $118 million acquisition of California-based Complete Ge-
nomics in 2013—a sale that received clearance from CFIUS back in 2012. At the same time as China is amassing
DNA information on its own population and beyond, the government seeks to limit the ability of genetic data to
flow outside the country.*® The much-hyped “social credit systems” too rely on concatenating massive quantities
of personal behavioral information.*

China recognizes the economic and geopolitical value of data and is building a Future Internet apparatus to gain
and harness this advantage across the information environment. This apparatus is partly connected to China’s
Central Propaganda Department, which should alert democracies to the nexus between Future Internet applica-
tion technology and the ability of authoritarians to shape our information realities.

A 2019 report by the Australian Strategic Policy Institute (ASPI) assessed that China is building a “massive and
global data-collection ecosystem” using state-owned enterprises, Chinese technology companies, and partner-
ships with foreign actors and institutions, including universities.'® One notable entity that ASPI analyst Saman-
tha Hoffman details in the report, the Global Tone Communications Technology (GTCOM) is a subsidiary of
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the China Publishing Group, a state-owned enterprise under the direct supervision of China’s Central Propagan-
da Department.'”!

Far from being a mere publisher, GTCOM bills itself as “the world’s leading company in big data and artificial in-
telligence,” marketing products from speech recognition and machine translation to chatbots, FinTech solutions,
educational platforms, and virtual conferencing software. In so doing, GTCOM vacuums up global data in over
65 languages, analyzes it, and likely pipes that data back to China for government and corporate use. One plat-
form highlighted in the ASPI report called Insidersoft collects ten terabytes of data every day and the equivalent
of 20 billion Facebook photos annually through machine translation and speech and video recognition software.

Drawing on an analogy popularized by the Economist between data and oil to highlight the growing geopolitical
importance of data, GTCOM held a conference in January 2019 with a tagline that crystallizes its mission: Alter-
native Data: New Oil.'*

Source: GTCOM, Screenshot 5.13.20.1%

In addition to indicating that China’s personal data exfiltration ambitions come from the CCP, of particular
concern from the standpoint of the deployment of Future Internet and smart city technology is that GTCOM has
strategic partnerships with Huawei and Alibaba Cloud.'” In a May 2019 agreement touting “the strategic synergy
between the two in the field of Al big data,” Huawei promised GTCOM “powerful global data transmission and
marketing support in order to expand the scenario-based application of Al, big data technologies in different

fields by deeply mining and exerting its impressive resource value.”*®

The uses of these troves of personal data collected by GTCOM, Chinese hackers, and future IoT vendors range
from surveilling populations and arresting dissident journalists to tracking intelligence assets, exploiting person-
al information for kompromat, feeding personal data into Al systems, and developing micro-targeted manipu-
lation for information warfare narratives. With social engineering and targeted phishing, personal data is also a
window into corporate or other intrinsically sensitive data.'® It is also notable that the CCP’s global data collec-
tion and processing efforts are tied to its propaganda department, signaling that whether through surveillance or
content generation, part of data’s value is its ability to shape the narrative.
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The connection between information influence and big data platforms is borne out across the application layer of
the Future Internet, as the Internet-of-Everything presents new opportunities for influence. Chinese companies
are building information platforms into application technologies, re-imagining the public square and private
locales as tools for propaganda—political or otherwise. ZTE’s Smart Street light standard, for example, includes
an advertising platform; a China-led standards group envisions future cars as “infotainment spaces”; Huawei

is promoting its big data approach to “smart tourism” and cultural heritage information; and the China Broad-
casting Network Corporation is a contributor to Future Internet standards-setting efforts.”” China Broadcasting
Network Corporation’s business includes “Cable television network planning, construction, operation, and main-
tenance; technical research, technical development, and information consulting for the aforementioned develop-
ments; design, production, representation, and publication of advertisements; broadcast television programming

production, conveying programing, and Video-on-Demand service; value-added telecommunication service.”'%

Personal Data in the United States and EU

In recent years, the United States has begun to recognize the counterintelligence problem posed by personal and
sensitive data ownership and taken steps to block certain transactions. In March 2019, the Committee on Forum
Investment in the United States (CFIUS), which can review corporate transactions of national security concern,
required Beijing Kunlun Tech, the Chinese owner of LGBTQ dating app Grindr, to divest from the company
reportedly over concerns that access to the personal information—messages, locations, sexual orientation, and
even in some cases HIV status—of Grindr’s 3.3 million daily users constitute a national security issue.'” The sale
was completed a year later.!’ In March 2020, the White House ordered Beijing Shiji Information Technology to
divest from cloud-based hotel software company StayNTouch and its assets on similar grounds of access to per-
sonal information on hotel customers.'"! Most publicly, the acquisition of Musical.ly by Chinese firm ByteDance,
now the owner of explosive video sharing app TikTok was also reviewed by CFIUS, leading up to the Trump
Administration’s Executive Orders and moves to ban TikTok."'? While the review was initiated by lawmaker
inquiries, the national security process gave way to chaos from the White House over a potential outright ban of
the app. The increased CFIUS scrutiny of Chinese-owned platforms that can collect Americans’ data comes as
U.S. reforms to CFIUS provide for expanded use of this mechanism.

European countries from France and Germany to the United Kingdom and Norway have also expanded or
created CFIUS-like authorities that may be able to address such threats on the Continent.!”’ The EU also issued
its own foreign screening mechanism that includes specific mention of the threat of data acquisition, though
concerns remain that the mechanism will lack efficacy even when fully implemented.''* In general, EU nations
benefit from stronger data protection authorities through GDPR, which may be drawn on in cases where there is
clear, non-consensual data transfer.

In the case of TikTok, democracies must rely on process. A growing cadre of democracies is raising concerns
about TikTok and Chinese information influence in the wake of Beijing’s failed coronavirus diplomacy offen-
sive.'” India has already banned TikTok; the app has drawn recent scrutiny from U.K. lawmakers and the Aus-
tralian parliament questioned; the EU data protection regulator and several EU member states including France,
Denmark, and the Netherlands are also investigating TikTok for its data security and privacy practices."'¢ Rather
than defaulting to unilateral action on TikTok and WeChat, advancing democratic principles and national secu-
rity over U.S. economic interests requires the United States to act in concert with allies.

Even if the military sensitive areas of 5G networks are free of high-risk vendors, there is a strong counterintel-
ligence case for protecting the rest of the network as well. As the vignettes in Section 2 illustrate, much of 5G
computing will happen at the edge, and more and more of the data generated may be vulnerable to exfiltration—
either by dedicated hacker groups or by IoT platforms or “apps” that run atop 5G networks. At the same time,
research into 5G networks has already uncovered security flaws that expose inter alia a user’s location.""”

The EU has recognized the importance of protecting that data at the application layer and putting it in the hands
of consumers that generate it. This data must also be protected at the infrastructure layer—in part by excluding
high-risk vendors throughout the network. But banning Huawei and ZTE from 5G networks alone is not suffi-
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cient to solve the problems of data siphoning. To secure networks against these threats, comprehensive cyber risk
assessments for 5G and 6G are needed.

Beyond the economic, national security, and geopolitical risks of data siphoning presented by inadequately
secured 5G networks and those built by high-risk vendors, a dependence on Chinese infrastructure increases
economic and political leverage for the CCP.

The CCP has already shown its willingness to use infrastructural dependence for geopolitical leverage. Viet-
nam’s rejection of Chinese territorial claims in the South China Sea provides an illustrative case-in-point. In
2014, when a tussle erupted between Vietnam and China over China’s maritime claims, Chinese investors froze
energy infrastructure projects in Vietnam.""® In 2016, when the UN’s Permanent Court of Arbitration rejected
China’s territorial claims, hackers attributed to mainland China disabled television screens and sound systems in
the Hanoi and Ho Chi Minh City airports for hours—filling them with CCP propagandist messages and requir-
ing agents to check passengers in by hand.""® More recently in May, a hacking group with suspected ties to the
Chinese government known as Pirate Panda launched a spear phishing campaign targeting Vietnamese govern-
ment officials in Da Nang, Vietnam, near the disputed Paracel Islands in the South China Sea.*® Discovery of the
campaign came just days after Vietnam again rejected China’s claims to the Paracel and Spratly islands.'*!

If Chinese companies grow to dominate even more of the market and further expand the CCP’s infrastructural
influence, Huawei and ZTE-dominated networks around the world could be shut off in response to political dis-
agreements or at the onset of or during a military engagement. The mere threat of this activity would endow the
CCP with coercive geopolitical, diplomatic, and military leverage even in relative peacetime. Therefore, to ensure
the continued competitiveness of trusted vendors, maintaining the overall health of the global telecommunica-
tions industry is an allied national security imperative.

On the present trajectory, however, Huawei is able to undercut its competitors by 20 to 30 percent, buoyed by
over $75 billion in state support from the CCP and over a decade of determined IP theft.'? If these anti-compet-
itive measures are allowed to continue unchecked, and Huawei further consolidates market share, there is a risk
that when it comes time to build future generations of the Internet, trusted vendors will have been completely
pushed out of an already competitive market. Instead of high-risk vendors comprising 35 percent of a network,
that number could grow to 80 or 90 percent.

For democracies reliant on secure communications systems, free from the possibility of data siphoning by
authoritarian regimes or Internet shutofts, this dependence would be an unacceptable scenario. Thus, care is
needed to ensure the health of a democratic telecommunications industry. Commercial actors within the United
States and its democratic allies regularly assess this industry, but national security apparatuses should do so as
well.

Finally, 5G inroads at the infrastructure layer pave the way for Huawei smart and “safe” city technology purchas-
es at the application layer, which come with police and cyber governance trainings which diffuse authoritarian
norms for surveillance, crowd control, and population monitoring. Whether learning how to identify threats in
a crowd by studying an individual’s walking gait or “public opinion guidance”—a euphemism for censorship that
uses Al to monitor citizens’ speech—as Chinese-made 5G technology spreads worldwide, so too do the norms
that govern its innovation.
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Moreover, as a 5G first mover, Huawei holds a competitive advantage in the myriad big data applications 5G
enables in the markets it dominates. How companies, governments, and societies think about data collection,
privacy, the ability of the government to find citizens, access communications, and control dissent is set by
technology first movers. In the case of China, setting governance standards to accord with its own censorship
and suppression practices is part of the CCP’s mission to make the world safer for China. After installing Huawei
4G equipment, video surveillance software, and facial recognition technology, Kenya, Tanzania, Vietnam, and
Zimbabwe have to varying degrees seen the adoption of draconian cybercrime laws restricting Internet freedom
and clamping down on speech against the government.' ZTE and China Mobile pushed for the adoption of an
international standard that codifies the ability to add video monitoring capabilities to smart street lights. And
by policy, the CCP’s “Standards China Unicom Joint Construction ‘One Belt, One Road” Action Plan” calls for
Chinese 5G standards to be implemented in Belt and Road countries.'*
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The Need for a Global Solution

The distributed reality of today’s global telecommunications market, as well as the technocratic process by which
international standards on next generation networks are set also demand a collaborative response from U.S. allies
and partners.

o The 5G industry consists of five layers: foundational technologies, cellular infrastructure, chipsets, devic-
es, and carrier networks. A quick examination of the dominant players in each layer shows the globally
distributed marketspace and suggests cooperative business models for 5G.

« Foundational technologies. The research, patented innovations, and standards underlying 5G advances,
such as advanced channel coding, massive MIMO, and mobile mmWave that open up 5G applications.
This layer is research and capital intensive. Key players include: Qualcomm (USA), Huawei (China), Er-
icsson (Sweden), Nokia (Finland), Samsung (South Korea), ZTE (China), NEC (Japan).

o Cellular infrastructure. Base stations, routers, and switches that are traditionally hardware elements but
increasingly involve software in 5G. Capital intensive, low payoff without downstream sales. Key players
include: Huawei, Ericsson, Nokia, Samsung, ZTE.

o Chipsets. Systems on a chip, including 5G modems and processors. Key players include: Qualcomm,
MediaTek (Taiwan), HiSilicon (for Huawei), Samsung (for their own).

o Devices. Phones, tablets. Key players include: Samsung, Huawei, Apple (USA), Xioami (China), Oppo
(China), Vivo (China), Motorola (USA), LG (South Korea), HTC (Taiwan) and more.

o Carrier networks. Key players include: AT&T, Verizon, Vodafone, China Mobile, DoCoMo, Deutsche
Telekom, and more.

Three key findings follow from this landscape picture:

First, the United States at present cannot go it alone on 5G—if for no other reason than that there is no U.S.
cellular infrastructure provider with any significant market share. There is no option for a U.S. firm to supplant
Huawei in the developing world or anywhere, so finding a viable alternative requires international cooperation.
At present, neither Ericsson, nor Nokia, nor Samsung can compete with Huawei on cost.

Second, joint progress in building viable alternatives is hindered by the distributed origins of different elements
of the supply chain in different states. Germany is an interesting case in point. Its national 5G leader, carrier
network Deutsche Telekom, has warned against excluding Huawei from German 5G networks on the basis of
roll-out delays.'” Telekom partners with Huawei as its infrastructure provider for thousands of wireless tow-
ers as well as cloud products, and has a strong financial incentive not to switch to a costlier Ericsson or Nokia.
Secure 5G on the continent is not just a matter of Europeans buying European, but Germans buying Swedish.
This complexity is intensified by China’s own economic pressure, derived from its manufacturing base for,
among other industries, German cars. In December 2019, for example, Chinese Ambassador to Germany Wu
Ken issued a thinly-veiled threat against the German auto industry if the nation were to exclude Huawei from
its 5G networks. “Can we also say that German cars are not safe because we’re in a position to manufacture our
own cars? No, that would be pure protectionism,” Wu Ken reminded a Berlin audience as he warned “there will
be consequences” for a Huawei ban.'*® In 2018, one quarter of vehicles sold in China were German, and China
was Volkswagen’s largest market, comprising 40 percent of sales."”” Germany is not alone. India and the United
Kingdom have received similar threats of “consequences” over Huawei.'”® Indeed, one of the strongest cases for
stemming the expansion of Chinese critical Internet infrastructure in democracies is in limiting the spread of
coercive economic leverage.

Alliance for Securing Democracy | October 2020 24



Third, Huawei enjoys a competitive advantage from vertical integration of all five elements of the 5G technology
stack. It is also worth noting that this interoperability can spawn hidden security vulnerabilities as components
interface with each other. Indeed, while it is often cited that Huawei is the only company to play in all five 5G
domains, Samsung too has cross-cutting capacity, if substantially lower market share.

The market and technical realities are such that simply excluding Huawei from allied 5G networks will not assure
a trusted future for global telecom. Moreover, the needs in Western Europe differ dramatically from those in
sub-Saharan Africa. A one-size-fits-all-solution is infeasible.
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International Standards Setting

o The contest to shape 6G standards is already underway—with China leading the charge internation-
ally. China leads the international technical focus group developing the first input into 6G standards, and
is already using that focus group to promote a new Internet protocol standard that would help centralize
Internet control in the hands of the state. As the United States plays catch up on 5G, this “Network 2030”
initiative of the ITU has been underway since 2018 under Chinese leadership and is setting the conver-
sation on 6G. To avoid being caught on the back foot yet again, the United States should join with demo-
cratic partners to establish 6G partnership centers for R&D and governance.

o China outnumbers the United States nearly two-to-one in participation and leadership of critical
international Future Internet standards-setting efforts. At the Third Generation Partnership Project
(3GPP), 174 China-based member companies, universities, and government research institutes dwarf the
United States’ 93 full voting members. At the ITU (whose overall membership includes more U.S. mem-
bers than Chinese), ongoing Telecommunications Focus Groups on Future Internet technologies from
next generation networks to autonomous driving are chaired twice as often by Chinese members as by
U.S. members.

o The world’s oldest UN agency is being leveraged as a propaganda mouthpiece for the CCP’s Artificial
Intelligence and Future Internet agenda, whitewashing human rights abuses. The ITU aggressively
promotes Chinese companies, universities, government entities, and Al principles, whitewashing their
human rights abuses under the banner of “AI for Good.” The focus on Al-driven Future Internet applica-
tions with societal benefit in support of the UN Sustainable Development Goals (SDG) and irrespective
of individual rights builds on and supports China’s effort to shape human rights at the UN to put eco-
nomic development, not individual liberty, at their center.

o A symbiotic relationship has developed between China’s Belt and Road Initiative and UN agencies
involved in Future Internet and digital development. The UN is increasingly linking the SDGs and the
Belt and Road Initiative, as seen in organizations like the ITU and UNESCAP. At the same time, China is
exporting its domestic technology standards along the Belt and Road Initiative by including standardiza-
tion clauses in BRI MOUs.

In light of the geographic and capacity distribution of telecommunications market players, international stan-
dards for new technologies are necessary for components and operations developed by one company in one
country to function in other parts of the world. As the patents included in international standards are then

used by countries and companies that implement the standard, how these standards are set—and which patents
developed get included in the global standards—have implications for the success of these firms. Qualcomm, for
example, derived more than one-fifth of its 2018 revenue—$5.2 billion—from technology licensing fees deriv-
ing from its patents.'” Given the technical and market complexities of the information and communications
technology (ICT) sector, there exist numerous international bodies with engineers from a range of countries
and companies coming together to define the standards governing next generation networks and infrastructure.
Increasingly, international standards-setting bodies for Future Internet technologies have also decided not just
which technologies are used, but how."*

At present, China outnumbers the United States in full voting membership by nearly two-to-one at 3GPP, one of
the two principal organizations responsible for the development of next generation telecommunications stan-
dards.”! At the other organization, the ITU, China leads the focus group charged with developing the initial
input into 6G standards, with work commencing two years ago. China also outnumbers the United States two-
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to-one in its chairmanship of key emerging technology focus groups of the ITU’s Telecommunications branch
(ITU-T) that chart the development of Future Internet technologies at the infrastructure and application layers
from the autonomous vehicles for transport to its use as an “infotainment space and smart living platform.”!*
As the United States ponders how it ended up on the back foot with regards to 5G, China is already shaping the

development of both 6G and the applications that will sit atop both networks for years to come.

In contrast to the decentralized, industry-led approach that has historically been the mainstay of activity at inter-
national standards-setting bodies, China has taken a state-coordinated approach to leadership and prominence
in setting Future Internet infrastructure and application standards. It has coordinated industry and government
policy towards the rapid development and deployment of both Non-Standalone (NSA) and Standalone (SA) 5G.

The 5G Promotion Group

In 2013, three Chinese government ministries—the Ministry of Industry and Information Technology, the Na-
tional Development and Reform Commission, and the Ministry of Science and Technology—came to together
to form the IMT-2020 5G Promotion Group. This group includes the major Chinese telecom players—research
institutes, operators, infrastructure providers, and mobile device manufacturers—and coordinates government
and industry on 5G development and standards. Its work also includes collaborations with the United States, the
European Union, Japan, and South Korea.'*

Standards Strategy: China Standards 2035

In March 2018, the Standards Administration of China (SAC) and Chinese Academy of Engineering launched a
two-year standards strategy research project, “China Standards 2035.”*** The four subjects of the project include
strategic research on the orientation and objectives of standardization, China’s standardization system, require-
ments for a high-quality development standardization system, and military-civil integration development. Its
initial focus is on 5G, virtual reality, integrated circuit design, and intelligent health care, with plans to expand
to the IoT, and integrated equipment.'** In one notable example of this focused, whole-of-society attention,
state-sponsored academics used game theory to design an information standardization approach in manufactur-
ing.136

Flooding the Landscape

China’s recognition of standards setting as a strategic priority has borne fruit in its growing influence in 5G
standards. As of February 4, 2019, Huawei leads the world with 1,529 5G “standards-essential patents.” Because
these patents are incorporated into 5G standards through the 3GPP, they entail significant revenue in licensing
fees when the standards are implemented—regardless of which company implements them. Along with Huawei,
Chinese companies as a bloc (including ZTE, Oppo, and state-owned China Academy of Telecommunications
Technology) own 36 percent of 5G standards-essential patents. By some measures, Huawei similarly leads the
industry in the number of 5G technical standards proposals submitted with 11,423."” By sending larger dele-
gations to standards meetings, reportedly directly incentivizing standards submissions, and providing bonuses
to Chinese representatives who secure a leadership position in standards working groups, China is flooding the
standards landscape with its own 5G contributions.'**

Leveraging the Belt and Road Initiative (BRI)

Finally, China can leverage its “digital silk road” initiative to build de facto technical standards on the ground,
and increase international support for its own standards.”*” As Chinese technology diffuses through the BRI,
additional entities can support its standards in international meetings. This symbiotic relationship between stan-
dards bodies and the BRI goes both ways. Through its leadership in the UN-based standards setting body, the
ITU, China directs UN advocacy directly in support of the BRI.!*
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The Polar Coding Issue

China’s coordination and united private sector front in international standards came to a head over Huawei’s
promotion of “polar coding” (a technical method for encoding data in radio control channels) in the 3GPP 5G
standard. Huawei invested significantly in developing polar coding, and it became a symbol of national pride at
standards meetings. When Chinese firm Lenovo initially voted for an alternative coding scheme, LDPC, devel-
oped by Qualcomm, the decision was met with a public outcry in China for Lenovo taking an “unpatriotic vote.”
In a subsequent meeting in November 2016, during which companies voted on the use of coding channels in a
second part of the standard, Lenovo reversed course and voted for Huawei’s polar coding option. When the polar
coding standard was partially adopted in 2016, Huawei founder Ren Zhengfei reportedly “threw an opulent
ceremony at the company’s Shenzhen headquarters to celebrate.”**! Lenovo founder Liu Chuanzhi also published
a public statement in 2018 in which he explains the companies’ resolution in voting for the Huawei option and
reiterates the importance of Chinese companies acting in a united fashion: “We all agree that Chinese companies

should be united and cannot be played off one another by outsiders.”'*

Governance Propagation at Standards Bodies

Beyond the nuts and bolts of the 5G technical standard, Chinese firms have already begun to submit standards
proposals that shape governance norms around Internet-of-Everything technologies. In June 2019, the ITU ad-
opted a standard for a smart street light architecture proposed by ZTE and China Mobile that includes the ability
to “add video monitoring capabilities when deploying smart street lights” In addition to the standard giving
ZTE a competitive advantage in smart street light technology because the standard closely mirrors ZTE’s own
back-end technology, it sets a clear precedent and blueprint for deployment of surveillance technology, absent
guardrails for civil liberties.'** A forthcoming ITU standard on facial recognition technology also codifies data-
base storage of detailed biometric and demographic features on people, including face style, birthmarks, race,
and skin color. Use cases such as police surveillance of public spaces and “black list alarms” to spot suspected
criminals in schools, temples, hospitals, airports, and malls are also included in the standard.'** Most recently,

at ITU’s September 2019 meeting, Huawei submitted a “New IP” proposal to reinvent the Internet protocol (IP)
underlying modern Internet architecture in a way that would allow governments more direct control over private
citizens’ data as well as their ability to access the Internet.'* Technical standards bodies are not only forums for
companies to promote specific technologies, but also for the diffusion of the authoritarian governance norms
those technologies impute.'*¢
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Example of a Smart Street Light

Source: ITU Smart Street Light Standard: “Requirements and functional architecture of a smart street light service”’*’

In contrast, the U.S. and European approach to international standards bodies has been largely bottom up, driv-
en by open competition from the private sector in a free-market, multi-stakeholder fashion that resists central
planning. When U.S. and European companies dominated telecommunications and Internet technologies, this
lack of coordination did not hinder U.S. and EU competitiveness in these arenas. The CCP’s growing presence
in and increased attention to these organizations calls into question the sufficiency of this hands-off approach.
Given China’s focused efforts to promote not only technology, but governance norms through these bodies, a
coordinated allied picture is needed.'*

While not intended to be comprehensive, the subsequent sections provide an introduction to key standards
bodies in 5G and Future Internet technologies. They present a partial picture of the state-of-play at these organi-
zations, and identify areas for allied engagement.

3GPP is the overarching technical coordination body by which global telecommunications standards are pro-
posed.'” The process was designed to be technocratic and is based on consensus—that said, individual compa-
nies have strong economic incentives to promote their patents into global standards.

Membership

Membership of 3GPP consists of seven telecommunications standards organizations from around the world:
ARIB (Japan), ATIS (USA), CCSA (China), ETSI (Europe), TSDSI (Korea), TTA (Japan), and TTC (India). A
member of one of these seven organizational partners is automatically a member of 3GPP. Such members consist
of small and large private companies, research entities, academic institutions, government, and public organiza-
tions.”® Most of the major telecommunications players—or their subsidiaries—hold memberships in each of the
seven standards bodies. For example, even in ATIS, the U.S. organization, Huawei’s U.S. subsidiary Futurewei,
Inc. holds membership. As these are international organizations based on international, supposedly technocratic
consensus, they are not set up to withstand a coordinated takeover.
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Structure

3GPP’s work is structured into three technical standards groups (TSG): one focused on radio access networks
(TSG RAN), the second on the overall architecture of telecommunications systems and services, including
security (TSG SA), and the third focused on the core network and terminals. Each TSG comprises a number of
technical working groups, where features are examined and developed.

5G Standards Process and Timeline

The technical specifications for the 5G standard are being developed over three 3GPP releases: Release 15 (Au-
gust 2019), Release 16 (mid-2020), and Release 17 (2021).

o Release 15 (2018-2019): As the first 5G technical standard, Release 15 pioneered technical specifications
for the New Radio standard in Non-Standalone (NSA) and Standalone (SA) versions. The former har-
nesses existing 4G LTE infrastructure, whereas the latter—pursued aggressively by Huawei—does not.

In this Phase 1 of the 5G system, standards include specifications for the Internet of Things (IoT), Vehi-
cle-to-Everything Communications (V2x) for the future of self-driving cars, and spectrum slicing, among
other technologies. Importantly for China, polar coding was included in this standard for the enhanced
mobile broadband (eMBB) application. According to an Institute of Electrical and Electronics Engineers
(IEEE) report, it is possible that different coding methodologies can be used in future New Radio applica-
tions."!

+ Release 16 (mid-2020): Planned for completion in mid-2020, Release 16 describes Phase 2 of the 5G sys-
tem. In addition to continued work on V2x communications for automated and remote driving, Release
16 is set to introduce specifications for Industrial IoT, Ultra-Reliable and Low Latency Communication
(URLLC) enhancements, 5G efficiency, and New Radio access to unlicensed spectrum.'**

« Release 17 (2021): Planned for completion in 2021, Release 17 is still under discussion, primarily within
TSG SA and TSG RAN. TSG SA is considering, among other topics, specifications on critical medical
technology, factories of the future, unmanned aerial systems, and asset tracking. TSG RAN’s scope is
even less defined, but topics under consideration include New Radio evolution above 56.2 GHz, New
Radio for Non-Terrestrial Networks (i.e. satellite communications), and further IoT enhancements. !*3

For the introduction of new features into the 5G standard and beyond, U.S. and allied companies would need to

act now.
5G Technical Standards Development Timeline
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In recent years, China’s increasing influence at UN organizations from the Food and Agriculture Organization
and UNESCAP to the World Health Organization has drawn scrutiny for its advancement of a more authoritar-
ian-friendly model of global governance and universal human rights.”” In particular, a sustainable development
agenda that puts economic opportunity—not individual liberty—at the center of human rights is a goes hand-
and-hand with a strategy for Future Internet dominance based on mass data collection and surveillance. The
ITU is no exception. China’s use of its leadership role at the ITU to promote technology through the BRI should
concern democratic countries that seek to protect both their own competitiveness and civil liberties worldwide.

The ITU’s membership comprises 193 Member States and over 900 companies, universities, and international
and regional organizations. Its work is organized into three sectors for radiocommunications (ITU-R), standard-
ization (ITU-T), and development (ITU-D). Much of the substantive work in the standardization process hap-
pens through study or focus groups.

Whereas 3GPP coordinates national and regional standards development organizations to produce technical
specifications, the ITU is where many 5G standards are formally adopted. The ITU also sets the goal metrics in
latency, data rates, and other specifications by which 3GPP and its Organizational Partners set timelines and for
which they develop technical specifications.

Because of nation state influence in the ITU, the United States has not historically been an active participant, pre-
ferring standards to be developed in a bottom-up, private-sector driven manner. Some U.S. firms, including Mic-
rosoft and Google, only joined the ITU for the purpose of engaging on specific matters of particular relevance.'*®
But China’s increased activity and leadership in the ITU has forced a greater governmental role in ICT decisions.
The ITU’s mission has also evolved to include Internet governance standards, in line with China’s vision of in-
creased state power on these matters as opposed to the decentralized, free Internet model. Nevertheless, in order
to contest this presence, the United States has begun to recognize the body’s importance.'”’

With much of the “IMT-2020” standard on 5G already set, the United States and its allies missed opportunities
to require stronger cybersecurity protections in 5G and develop a coordinated spectrum allocation strategy. Ad-
ditionally, the Defense Innovation Board in April 2019 recommended that the United States add the allocation
of C-band spectrum to the agenda of the World Radiocommunication Conference 2019 (WRC-19), hosted by
ITU-R in October and November 2019. As of September 27, however, that item remained off the agenda, and the
conference made no allocations of C-band spectrum.'®

Network 2030 Focus Group Led by Futurewei Technologies and New IP

Looking beyond 5G, opportunities exist now to set requirements, such as on cybersecurity, for the next genera-
tion of mobile standards, IMT-2030, which is likely to form the basis of the 6G standard. Already, a focus group
under ITU-T Study Group 13 is underway: The ITU-T focus group Technologies for Network 2030 is charged
with the mission of formulating all aspects of “Network 2030” and providing guidelines for the standardization
roadmap. Its chairman Richard Li from Futurewei Technologies (the U.S. subsidiary of Huawei) described his
group as “Network 2030: A pointer to the new horizon for the future digital society and networks in the year
2030 and thereafter””** Its mandate is:

o To study, review and survey existing technologies, platforms, and standards for identifying the gaps and
challenges towards Network 2030, which are not supported by the existing and near future networks.

o To formulate all aspects of Network 2030, including vision, requirements, architecture, novel use cases,
evaluation methodology, and so forth.
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e To provide guidelines for standardization roadmap.
e To establish liaisons and relationships with other Standards Development Organizations (SDOs).'*

Part of Dr. Li’s agenda for this group involves introducing the New IP proposal to rework the technical founda-
tions of the existing Internet, which have grown to support a multi-stakeholder, inclusive and open model. Of
concern is New IP’s ability to facilitate top-down Internet control, authoritarian shut-downs through its creation
of Internet “islands,” and so-called “shut-up commands” that could silence activists, journalists, or anyone who
runs afoul of the government. Put simply, the proposal puts Internet control in the hands of the state. Accord-
ing to Réseaux IP Européens (RIPE), an EU-based Internet development group, the proponents of the New IP
proposal “depart from the core philosophy behind TCP/IP and the later Internet: an open and flexible system
that is much more the result of decades of evolution rather than a single master plan...The most problematic and
dangerous part of the proposal is not the technology,” they argue, “but the fundamental beliefs behind it, which
represent a departure from the Internet’s fundamental values of openness, transparency and putting the end user
in control”*!

The New IP proposal advances the authoritarian vision of cyber sovereignty, in which individual countries

have sovereign authority to exercise control over the Internet within their borders and therefore over the digital
rights therein—a direct rejection of open information and universal human rights in the digital age. Huawei has
championed the New IP proposal and is already beginning its lobbying and communications effort to paint the
proposal as a benign and necessary technical advancement without governance or political implications, mirror-
ing its lobbying campaign around 5G.'> Huawei is also rumored to be building New IP Internet infrastructure
overseas.'® Details are scarce, but building the technology before the international community has agreed to the
norms would be consistent with the facts-on-the-ground strategy the company has taken to the deployment of
5G, “safe cities,” and surveillance technology beforehand. Saudi Arabia, Russia, and Iran are reportedly indicating
support for the proposal.'® Through Dr. Li’s ITU-T Network 2030 leadership, Huawei is working to incorporate
the New IP into the ITU’s next generation standardization process, arguing that “there is an obvious limitation in
the current Internet.”'®

Source: ZTE Keynote at the 6G Wireless Summit 2020 via telecoms.com. s

The ITU and the BRI: A Synergistic Tango

Finally, under the leadership of Chinese national Houlin Zhao (formerly an engineer for China’s Ministry of
Posts and Telecommunications), the ITU has wholeheartedly embraced China’s Belt and Road Initiative and be-
come an explicit venue for the promotion of Beijing’s interests, message, and technology. The synergistic pairing
of the ITU and the BRI helps create facts on the ground and norms of use for Chinese-made Future Internet
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technology, especially in the developing world. In particular, the ITU is a forum in which China is able to align
the UN SDG that are at the heart of the UN’s economic mission with China’s own digital connectivity agenda,
the “Digital Silk Road.”'*” Specific SDG targets include 9.1, focused on developing quality reliable, sustainable,
and resilient infrastructure for economic development and 9.c, which aims to significantly increase access to ICT
and the Internet.'®® According to a People’s Daily article, at the May 2017 Belt and Road Forum, the ITU signed
an agreement with China to “collaborate on projects under the Belt and Road Initiative.” In the words of ITU
Secretary-General Houlin Zhao, “The Belt and Road Initiative recognizes the critical role played by informa-
tion and communication technology (ICT) as a foundation for development.'®® Of course, Zhao has also put his
thumb on the scale when it comes to Huawei, saying U.S. security concerns appeared to be driven by politics and
trade, not by any evidence.'”’ At the same time as standardization advances foreign policy, China uses its signa-
ture foreign policy tool to export domestic standards—by including standardization clauses in BRI Memoran-
dum of Understanding (MOU) agreements.'”!

The ITU-BRI collaboration agenda also receives assistance from the broader UN. In September 2017 the UN
Economic and Social Commission for Asia and the Pacific (UNESCAP) released a report entitled “A Study of
ICT Connectivity for the Belt and Road Initiative in China-Central Asia Corridor” The Study found that “ES-
CAP-China cooperation could increase inclusiveness among 62 ESCAP member economies to achieve a high-
er level of ownership and therefore support to the BRI initiative. In addition, the ESCAP-China cooperation
strengthens synergies between The Asia-Pacific Information Superhighway (AP-IS) and BRI initiatives respec-
tively to attain mutual benefits, sustainable development, and strengthen economic relations among the ESCAP

member countries.”!”?

This article shows the synergy among the ITU, BRI, and UN SDGs. Source: ITU News, Screenshot.'”?

This synergy between the UN SDGs and Future Internet infrastructure, incubated at the ITU, is now appearing
in 6G technical documents beyond the UN. The Finnish 6Genesis Flagship project, for example, brings togeth-
er international researchers and corporations towards the development of 6G technologies for input into the
standardization process. In June 2020, the 6Genesis project released a series of 6G white papers authored by

an international expert group run through the University of Oulu. Its “White Paper on 6G Drivers and the UN
SDGs” asserts that “the relationship between these potentially mutually reinforcing forces [of the promise of 6G
and the framing of the UN SDGs] is currently under-defined.” It proposes “a novel linkage between 6G and the
UN SDGs.” The White Paper does not advocate for a particular company’s or country’s digital infrastructure, but
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references the ITU and Huawei to draw the connection between 6G advances and the UN SDGs, including using
digital health records and remote patient monitoring to support the goal of “good health and well-being” and
smart grid solutions, distributed energy systems, and smart metering to support the goal of “affordable and clean
energy. The two chapters detailing this connection and outlining the 6G-SDG vision were edited by a Huawei
engineer.'”* It is important to note that there is nothing inherently undemocratic or problematic about the syn-
ergy between 6G and the UN SDGs (SDG 16 is in fact “peace, justice, and strong institutions”). The linkage is an
attractive and powerful framing that democracies would do well to embrace and imbue with values based also
on universal rights. At present, however, PRC diplomats and companies are out front shaping the technical and
governance dimensions of the synergy between 6G and the UN SDGs.

The Beijing Al Principles and the ITU’s “Al for Good”

The ITU’s advancement of Chinese Future Internet technology extends beyond the infrastructure layer to cham-
pioning the Future Internet application technologies that pose concerns for democratic governance. An October
2019 statement by ITU Deputy Secretary General Malcolm Johnson entitled “How ITU is ramping up its efforts
on Al for Good” sheds particular light on how Beijing whitewashes its Al-enabled human rights abuses through
a sycophantic ITU."”” The document touts China; Chinese companies Baidu, Alibaba, and Tencent; Beijing’s Al
Principles; and Chinese universities Peking University, Tsinghua University, the Institute of Automation, and
Institute of Computing Technology of the Chinese Academy of Sciences no less than 15 times. No other country,
no company from another country, no university from any other country, and no other efforts to set principles
on Al are mentioned even once in the statement—despite significant international activity on all of these dimen-
sions. A Harvard University study from January, for example, on “Principled Artificial Intelligence” mapped out
36 prominent “Al Principles” documents—including the Beijing AI Principles—from government, private sector,
and civil society organizations around the world, and more have been added since.”® In the aforementioned arti-
cle on “Al for Good,” the ITU showcases only one of them.

The ITU’s singular focus on China’s Al efforts in its “Al for Good” initiative functions as something of a propa-
ganda arm for Chinese technology giants who have embraced the slogan while still engaging in censorship and
surveillance. Here are four particularly illustrative quotations:

“As the UN specialized agency for information and communication technologies, ITU plays an import-
ant role in shaping the future of Al and other emerging technologies ranging from the Internet of Things
to 5G ... It is in this context that we should consider the national Al strategies launched by a number

of countries around the world, including China’s ‘Next Generation Artificial Intelligence Development
Plan™'”’

“Last May, for example, the Beijing Academy of Artificial Intelligence released the ‘Beijing AI Princi-
ples. These principles were developed in collaboration with prominent technical organizations and tech
companies, including Peking University, Tsinghua University, the Institute of Automation and Institute

of Computing Technology in Chinese Academy of Sciences, as well as Baidu, Alibaba and Tencent. These
15 principles call for ‘the construction of a human community with a shared future, and the realization of

>

beneficial Al for humankind and nature’ The very first principle is to ‘Do Good:

“We hope more Chinese companies will join us in this effort by coming to our next ‘Al for Good Global
Summit, which will take place in Geneva from 4 to 8 May 2020. As a leading global player on Al it is
important for China to have a voice on this platform.”

“Just as important is China’s engagement in ITU activities on AI. And I am pleased to say that just last
week, ITU launched a new Focus Group on ‘Al for autonomous and assisted driving’ that received strong
» 178

backing from China.

That Tencent’s all-encompassing chat platform WeChat regularly censors political content and even discussion of
the coronavirus in China or that it has helped the CCP jail journalists receives no mention. Neither does any ref-
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erence to the myriad ways in which Chinese Al technology has done the opposite of good (from the perspective
of individual liberty) in Xinjiang and around the world. The world’s oldest UN agency’s public efforts on Al focus
on extolling China’s achievements and minimizing its threats to universal rights.

This promotion extends to Future Internet technologies including the intersection of 5G and COVID-19. On
June 18, 2020, Deputy Secretary Johnson opened a virtual session of the ITU’s World Summit on the Information
Society on the topic of 5G Technology for COVID-19 Prevention and Control, organized by the China Acade-
my of Information and Communications Technology. His remarks began: “Good morning, good afternoon and
good evening - especially to my friends in China!””® In the absence of democratic leadership, China is shaping
the international landscape of Future Internet technologies, combining infrastructure advancements with da-
ta-driven applications.

CCP Surveillance at the UN

Of course, the ITU is not the only UN organization carrying water for the CCP’s efforts to rebrand its surveil-
lance regime. In April 2020, the UN announced a partnership with Tencent to stream coverage of its 75" anni-
versary over Tencent’s videoconferencing platform Voov, a competitor to Zoom.'® Tencent is one of the most
aggressive accomplices in the CCP’s censorship and surveillance regime, and has actively helped China achieve
Freedom House status as the world’s worst abuser of Internet freedom. Recent research now indicates it surveills
users outside of China as well in order to train and improve its censorship algorithms.'® The Tencent-UN part-
nership received significant backlash from lawmakers and human rights groups alike and is now under review.'®*
The press release has been removed from the UN75 website as of the time of publication of this report. Yet the
circumstances by which Tencent came to partner with the UN tell an even more shocking tale of UN complicity
in China’s technology-enabled censorship regime. Internal UN documents indicate that the Tencent-UN75 part-
nership arose because a major global UN75 survey was “not readily accessible in China”—that is, CCP censors
blocked it. Tencent was then retained so that UN75’ activities could be accessible around the world—that is,
accessible in China and in compliance with its censorship regime.'® The incident raises significant questions
about the role of Future Internet technologies in international communications, when only censored versions of
speech are allowed in parts of the world. The Tencent-UN agreement would have provided the UN with Ten-
cent’s videoconferencing and text services, VooV Meeting platform, WeChat Work, and an Al-based language
translation service, Tencent Artificial Intelligence Simultaneous Interpretation. Natural language processing and
machine-enabled translation are core technical objectives of the CCP’s Central Propaganda Department.'** Com-
ing full circle, this department, through GTCOM, discussed in Section III, is also a strategic partner of China’s
Central Construction Bank—one of China’s four largest state-owned banks financing the BRI.'*

Beyond 3GPP and the ITU, numerous additional international bodies develop telecommunication and Internet
standards: The O-RAN Alliance develops technical specifications for virtualized networks, an infrastructure
replacement for hardware that shows promise in creating trusted vendor diversity in 5G networks. The GSM As-
sociation represents multinational organizations on subscription management and embedded Subscriber Identi-
ty Module (eSIM). The IEEE develops aspects of IoT connectivity. OneM2M works on eHealth and telemedicine,
industrial applications, and home automation.'® The ISO develops ICT standards for computer and IT security,
among other areas. One ISO subgroup, SC-42 has responsibility for the governance of Al, and has drawn an
interest from Beijing."”” Elsewhere at the ISO, China recently obtained clearance for a proposal to establish a
research group on integrating IoT and the blockchain.'®® By contrast, ONIF, the video surveillance industry’s
standards body, recently gave Huawei the boot for its position on the U.S. Commerce Department’s Entity List.
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In addition to the ITU, of which Houlin Zhao has been Secretary-General since 2014, starting his second four-
year term in January 2019, China has pursued technical leadership positions across related international stan-
dards organizations that shape the Future Internet, including the ISO and the International Electrotechnical
Commission (IEC). Zhang Xiaogang has been president of the ISO’s Technical Management Board (the com-
mittee charged with setting the ISO’s agenda) since 2015. And Shu Yinbiao, who runs China’s State Grid Corpo-
ration assumed the presidency of the International Electrotechnical Commission (IEC) in January 2020, after
serving as vice president since 2013." The IEC publishes standards and conducts conformity assessments on all
electrical and electronic technologies. Its recent work has focused on smart cities, the smart grid, Al IoT plat-
forms and wireless sensor networks—much of it in the context of the UN SDGs.'*
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Conclusions

o China’s coordinated strategy presents an asymmetric advantage in both international standards-setting
bodies and more broadly the Future Internet deployment landscape.

o Huawei’s vertical integration of the 5G technology stack presents deployment advantages. Open and
interoperable standards are crucial to allow new entrants to compete.

+ In the telecommunications industry, deployments finance R&D, so regaining overall competitiveness by
the United States requires both incentivizing (and protecting) future R&D and creating the conditions for
telecom deployments.

There is an inherent tension between upholding the technocratic nature of the technical standards-setting bodies
and promoting specific features in 5G (and future) standards. The United States should adopt an approach which
minimizes the politicization of technical standards-making processes, while advancing policies conducive to
open Internet ideals and pushing back on China’s co-option of standards bodies like the ITU to promote cyber
sovereignty and the digital silk road. In many cases, advocacy for specific technical features of the 5G standard
and the inclusion of specific patents should be done by the private sector. But countering coordinated efforts
from authoritarian regimes to manipulate the system should also be on the U.S. government’s agenda. Allied
cooperation on a private sector level can produce market-based coordination on telecommunication standards
setting. Ultimately, the United States and its allies will need a strategic approach to standards-setting that distin-
guishes the areas where the private sector can continue to lead successfully from those where deeper national
and international coordination is needed.

An international security approach that puts allied cooperation on the Future Internet front and center is the
United States’ best defense against China’s top-down, industrial policy-driven approach to global leadership in
5G. Cooperative funding models for R&D and infrastructure development will organically align interests in the
standards for the Future Internet without unduly corrupting the technocratic standards-setting process. In doing
so, these efforts can fuse international alliances and guard against the authoritarian divide-and-conquer strategy
that seeks to upend the liberal alliance structure.
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Policy Recommendations

The White House Should

o Adopt a national and international security approach to 5G, 6G, and the future of the Internet.
Fighting for a democratic Internet means cooperating creatively with likeminded partners and leveraging
complementary advantages at all stages of the 5G technology stack. While the NTIA and FCC have a vital
role to play, they are not resourced in mission or in structure for this purpose. Such a shift has been called
for by Pentagon officials including Undersecretary for Acquisition and Sustainment, Ellen Lord."!

The President Should

o Create a Technology Directorate at the National Security Council and appoint a Future Internet
Director with a joint appointment at the White House Office of Science and Technology Policy. The
director should coordinate an interagency task force on U.S. and democratic global competitiveness on
the Future Internet, consisting of representation from DOD, State, CISA/DHS, NTIA/FCC, OSTP, and
DNI/CIA to build out and implement a cross-cutting Future Internet strategy.

The Future Internet Director Should

» Develop a democratic Future Internet strategy. The Director should lead the task force’s development of
a Future Internet strategy along infrastructure, application layer, and governance dimensions to increase
the competitiveness of the United States and likeminded democracies.

+ Establish a private sector coordination mechanism. The Director should include in the task force’s out-
reach a working group of industry representatives from the telecom sector to explore joint public-private
efforts on standards and business development.

+ Facilitate 5G deployment. The Director should coordinate the rapid deployment of nationwide 5G and
serve as a focal point for interagency coordination. Disputes between DOD and the FCC over 5G spec-
trum sharing illustrate the need for leadership from the White House on this deployment.'*

+ Plan for 6G now. The Director should lead a public-private coalition on 6G experimentation and guide
long-term planning on spectrum allocation for 6G and beyond in coordinating with FCC. The NTIAs
forthcoming National Spectrum Strategy should provide an entry into these efforts.

» Develop a digital development agenda. The Director should draft in coordination with the State De-
partment Technology arm, USAID, and the Development Finance Cooperation, a Digital Development
Agenda that (a) identifies priority countries for engagement on different aspects of the Future Internet
(infrastructure, application, and governance) and (b) tailors Future Internet engagement to local con-
ditions, recognizing that a Huawei ban is unlikely in much of the developing world and providing safe-
guards and standards to mitigate potential governance implications of Chinese Internet and surveillance
technology.

* Provide economic policy input to the President and senior officials. The Director should provide
national security input to ongoing economic policy discussions with China, especially those involving
communications technologies, to ensure that the geopolitical implications for the Future Internet are
evaluated and account for in real time.

Congress Should

o Require the DNI to include an annual update on the health of the Future Internet industry as an
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annex to its worldwide threat assessment. While on the one hand, the United States should continue to
harness private sector innovation, on the other, China’s state-driven, anti-competitive approach has ex-
ploited this model. As a national and international security matter, the DNI should proactively assess and
monitor the health of the global communications infrastructure market with a future outlook to ensure
that the United States can forecast and avoid a situation where authoritarian firms dominate the global
landscape—at the infrastructure (e.g. telecommunications networks, undersea cables) and base applica-
tion (e.g. smart cities, smart grid) layers.

Appropriate funding for the creation of academic and/or federally funded research and development
centers or 6G innovation hubs modelled after Finland’s 6Genesis Flagship project. The purpose of
these hubs is to spur and lead international technical research and development on the next generation
of Future Internet technology and increase United States’ and democratic competitiveness in the Inter-
net-of-Everything ecosystem.

Pass legislation similar to the USA Telecommunications Act. Such legislation should establish a
Commerce Department fund to support pilot projects for the development of infrastructure suppli-
er diversity using the OpenRAN framework, as well as a Multilateral Telecommunications Security
Fund to aid in allied coordination.

Create a State Department Technology Ambassador to establish and represent the United States in a
trans-national alliance of democracies, such as the D10, to share threat intelligence and coordinate
action in the Future Internet arena. Ideally, this position should be part of a larger effort to beef up tech-
nology expertise in the State Department, such as through the creation of an Assistant Secretary of State
leading a new Bureau of Cyberspace Security and Emerging Technologies, as recommended by the Cy-
berspace Solarium Commission."””> Denmark, as an example, presently has a Technology Ambassador.'**

The Defense Department Should

Elevate 5G planning within DOD to the CIO’s office. Current DOD plans call for 5G efforts to sit with-
in the charge of the USD (R&E)."® While R&E should provide input to 5G, especially in so far as tech-
nology selection and funding of new R&D (such as on virtualized networks) goes, it is not equipped to
handle policy on trade, acquisition, or allied coordination. A higher-level effort driven by the Chief Infor-
mation Officer, whose mission set includes network policy, spectrum management, and securing DOD
IT infrastructure would encompass a fuller spectrum of national security concerns.

European Capitals Should

Adopt similar or analogous structural changes and tailor them to national environments to bolster
the development of a collective democratic vision for the Future Internet. In particular, bureaucratic
structures that bridge communication and decision-making and build common understanding across
economic, technology, and national security agencies (such as ministries of foreign affairs or ministries
of defense) can mute the effects of Beijing’s weaponization of its economy to advance technology and
geopolitical goals.

A Trans-National Alliance of Democracies Such as the D10 Should

Support U.S. innovation on the Open RAN models through national and international technology
summits and joint R&D investment. Virtualized networks create options for open infrastructure and
new market entrants, with the potential to reduce U.S. and allied dependence on foreign or untrusted
infrastructure vendors. A common argument against excluding Huawei from allied 5G networks is that

it would reduce competition in the infrastructure market. New entrants developing virtualized networks
could restore this competition while reducing the expense associated with building out telecommunica-
tions infrastructure via a shift to software. Such R&D initiatives should be both national and developed in
partnership with allies, especially those who have chosen to exclude untrusted Chinese firms from their
networks.
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The White House Should

o Refocus its strategy, allied engagement, and public messaging on China away from wrangling allies
to get on side with bilateral US-China competition and tit-for-tat action and towards ensuring a
trusted future for free and open communications in democracies.

The Defense Department Should

o Create an allied 5G and 6G infrastructure pilot program fielding proof-of-concept experiments with
Future Internet technologies at U.S. and allied military installations in Europe and Asia. At present,
the DOD is piloting 5G in CONUS installations.'* Congress should appropriate funds to extend this pro-
gram to a few select installations in allied countries, such as Australia, with trusted 5G infrastructure

The State Department, USAID, Development Finance Coorporation, and Future Internet
Directorate Should

o Craft and execute a Digital Development Strategy, a key piece of which should be financing coordi-
nation with D10 nations. In particular, a $500 million Multilateral Telecommunications Security Fund
would help accelerate trusted Internet infrastructure roll-out globally."”” D10 nations should also supple-
ment this fund for digital development to include Future Internet application development and deploy-
ment and advance an open Internet governance model.

A Trans-National Alliance of Democracies Such as the D10 Should

» Create a “Trusted Internet” or “Trusted Cyber” standard based on the Prague Proposals for 5G and
6G infrastructure systems, and extend those principles to the application and governance layers of
the Future Internet. Crafted in May 2019, the Prague Proposals outline a 5G cybersecurity framework
based on four categories: policy; technology; economy; and security, privacy, and resilience.'®

* Operationalize these principles by implementing secure 5G architecture explicitly in accordance with
these proposals—going beyond simple bans to fostering robust R&D investment and risk management
frameworks to ensure privacy—and developing and sharing detailed adoption plans among allies.

* Create a “Trusted Internet/Cyber” standard certifying the implementation of the Prague Proposals
and develop a pathway to certification for countries both inside and outside the D10.

» Consider this “Trusted Internet/Cyber” certification as a factor in new membership of the Organi-
zation of Economic Co-operation and Development (OECD). According to the OECD’s Paris 2018
OECD Membership and Values of the Organization document, countries wishing to become OECD
members must demonstrate a readiness and commitment to being: “(i) democratic societies committed
to rule of law and protection of human rights; and (ii) open, transparent and free-market economies.” Be-
cause Future Internet technology implicates so much of the future of human rights, democratic societies,
and open market economies, progress towards the “Trusted Internet/Cyber” standard should be weighed
by D10 nations when considering backing countries’ bids for OECD membership. Indeed the Prague
Proposals, on which the standard should be based, place a premium on transparency and open market
competitive principles.

» Extend these principles to the application and governance layers of Future Internet technologies to de-
velop a framework for democratic countries’ development of Internet-of-Everything applications and
governance norms around data protection, privacy, and lawful access beyond the infrastructure layer.

o Develop sustainable off-ramp plans for nations using high-risk vendors. While a number of nations
have chosen to exclude high-risk vendors from 5G networks, the D10 should help its own members as
well as others to craft and, if need be, incentivize sustainable off-ramp plans that mitigate economic harm
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while increasing security.

Explore joint business models for critical Internet infrastructure, including supporting infrastruc-
ture sharing agreements, especially in developing countries, joint infrastructure funding, and digital
development assistance.

Establish joint R&D Centers of Excellence and pilot projects on Future Internet infrastructure, appli-
cations, and governance. The D10 should establish three Future Internet R&D Centers of Excellence—
one in North America, one in Europe, and one in Asia/Oceania—to conduct academic and industry
research on 5G and 6G infrastructure and applications including smart cities, smart grids, digital health,
wireless and networking devices, and advanced IoT.

NATO Should

Update its telecommunications security requirements to align with the Prague Proposals and con-
duct a forward-looking security assessment of future NATO communications infrastructure into

5G and 6G. Secretary General Stoltenberg has already announced that NATO defense ministers will
agree to update their “baseline requirement for civilian telecommunications.”’”* The United States and
likeminded allies should back an update that accords with the Prague Proposals. NATO should coordi-
nate and share civilian baseline requirements with EU states implementing the 5G ToolKkit.

Count a portion of excess nation spending on secure 5G infrastructure towards its 2 percent defense
spending goals. To the extent that secure 5G infrastructure or rip-and-replace programs cause cost over-
flows, NATO should allow members to count a portion of those outlays on secure 5G systems towards
national 2 percent defense spending goals. There are a number of ways 5G-inclusive targets could be de-
fined, including one-time commitments or line-item funds, but if investing in technology built by trust-
worthy vendors is a priority—and it should be—the alliance’s cost-sharing structure should reflect it.*°

The State Department Should

In coordination with the National Institute of Standards and Technology (NIST) and the private
sector, perform a landscape analysis of relevant international standards organizations to advance

a democratic Internet and develop a standards strategy for the Future Internet. In particular, they
should identify key areas where competitiveness in or governance of the Future Internet is being shaped
and assess where the private sector can continue to lead successfully, and where deeper national and in-
ternational coordination is needed.”®! Part of this effort should involve putting forth standards that shore
up cybersecurity in IoT devices, include additional cybersecurity requirements (versus optionality) into
future 5G and 6G standards, limit immediate state access to private citizen data, and contemplate what
smart cities should look like in democracies.

In coordination with allied democratic governments and the private sector, conduct ongoing mon-
itoring of the proceedings of the 3GPP, ITU, and ISO to assess PRC bloc action to advance specific
features that advantage Chinese companies or promote authoritarian Internet governance norms in
infrastructure or application standards. It should also develop an allied information sharing and coor-
dination mechanism in advance of key meetings to defend democratic governance values.

In coordination with democratic partners such as the D10 nations and the private sector, contest the
ITU as a forum for promotion of the digital silk road. As 5G and 6G become increasingly wrapped up
in China’s digital development agenda, the United States and its allies can raise the alarm on individual
rights issues and 5G and 6G enabled societal surveillance instantiated in ITU standards.

In coordination with the private sector, advance a multilateral human rights framework to AI gover-
nance in ISO/IEC JTC 1/SC-42. SC-42 serves as the focal point for the Joint Technical Committee’s
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standardization program on Artificial Intelligence, providing guidance to the IEC and ISO on Al
application development. The organization’s working groups include, among others, big data, trustwor-
thiness, and the governance implications of AI.>*

The National Institute of Standards and Technology (NIST) Should

o Review the ITU-T Network 2030 agenda and “New IP” proposal to assess its promotion of a cy-
ber-sovereignty model. If the assessment concurs with that of industry analysts that remaking the Inter-
net will make it easier for nation states to control access to the Internet, a coalition of democracies should
put forward an alternative Network 2030 architecture for the 6G standard that preserves the existing
Internet Protocol architecture.

* In coordination with the private sector, assess the feasibility of an alternative to polar coding in
3GPP Releases 16 and 17. 3GPP’s Release 15 codified Huawei’s Polar Codes for the enhanced mobile
broadband (eMBB) application due to coordinated action and pressure from the CCP. While there is no
appeals process in 3GPP, other 5G applications with standards currently under discussion could employ
different coding methodologies, such as LDPC.

A Trans-National Alliance of Democracies Should

o Aggressively challenge the UN on cyber sovereignty, Internet censorship, and artificial-intelli-
gence-enabled human rights abuses. PRC strategy has been to normalize abuses of freedom of expres-
sion and human rights by casting them as a difference of opinion or of culture. In fact, they are direct
violations of the UN Declaration of Human Rights. The United States should lead and marshal likemind-
ed allies and partners in calling out the dark sides of PRC techno-authoritarianism—for strategic, not
only humanitarian reasons. It should point out that these abuses are enabled by the very technology the
CCP promotes worldwide.

o Increase representation in key Future Internet leadership positions such as in ITU-T. A fine balance
should be struck between government-led and industry-driven approaches, but the United States and its
allies should be willing to compete with China to set global agendas on 5G and 6G enabled technology
that protects human rights and civil liberties.

Democratic Legislatures Should

o Consider tax credits on funds spent by smaller technology companies for participation at key inter-
national standards-setting bodies. In the United States, an expansion of the Research and Experimenta-
tion Tax Credit to include standards participation and leadership could incentivize increased U.S. indus-
try presence.

Congress Should

o Require the Director of National Intelligence (DNI) to produce an end-to-end cybersecurity risk
assessment of 5G and Future Internet applications. The decision to exclude high-risk vendors Huawei
and ZTE from U.S. networks has meant risk management frameworks were not needed in the United
States to determine vendor selection. As such, a more comprehensive cyber risk assessment that recog-
nizes that vulnerabilities can derive as much from endpoint failures as from infrastructure is needed to
secure the Future Internet.

o Require the DNI to produce a cybersecurity risk assessment for 6G architecture so that it can inform
the development of the 6G standardization process by 2023. This assessment should also include an
assessment of whether a transition to post-quantum cryptography should be started with cybersecurity
infrastructure for 6G.
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Pass comprehensive federal data protection legislation to include a breach notification requirement
and cybersecurity standards for IoT devices. In addition to bolstering cyber resiliency, such legisla-
tion will help protect sensitive personal and corporate data at the application layer. A data protection
and privacy framework would create further meaningful distance between the profit-driven surveillance
capitalism model pursued by private firms and the control-drive surveillance model advanced by CCP
techno-authoritarianism. It is also an important step in creating and aligning principles of a democratic
model for data in the Future Internet. How and by whom data is stored, handled, accessed, and shared
are central to the distinction between democracy and autocracy. Democracies should emphasize that
distinction and promote a human rights-based vision in partly free states.

The Defense Department Should

Develop a Zero Trust Architecture (ZTA) model for cybersecurity; the commercial sector should
examine a similar shift in data security in building out data-driven AI applications. As the Defense
Innovation Board has written, “From a security perspective, ZTA can better track and block external
attackers, while limiting security breaches resulting from internal human error. From a data sharing
perspective, ZTA can better manage rules of access for users and devices across DoD to facilitate secure
sharing, from the enterprise center to the tactical edge”* A shift to a cybersecurity model that layers
user access by privileges can help prevent intrusions from becoming massive breaches. A similar model
could be employed in the commercial, so that access to a home network, for example, need not imply
access to the data from every device on that network.

The FBI and DHS Should

Increase collaboration with allied counterpart organizations on cyber espionage threats. This in-
cludes establishing regular mechanisms for allied information sharing on cyber espionage threat actors,
tactics, techniques and procedures, and motivations and bringing joint actions against any attributions of
cyber-enabled economic espionage.

The FCC and NIST Should

Raise the bar on cybersecurity by developing and adopting cybersecurity standards that bolster data
privacy in the Future Internet era. Such an effort should be coupled with a modified re-instatement of
Obama-era FCC programs to assess building security into 5G and now 6G standards.**

The EU Should

Use anti-dumping measures to bring cases against or penalize Huawei for unfair business practices,
such as state subsidies to support undercutting of European competitors.

Study the costs of economic espionage and IP theft in Europe by immediately forming a Commis-
sion on the Theft of European Intellectual Property to study the modes, extent, impact, and possible
solutions to Chinese intellectual property theft of European technology. Europe’s ability to harness the
strengths of its university system to develop technology powerhouses while also maintaining autonomy
hinges on not losing that innovation to competitors playing by a different set of rules. The Commission
should issue a public report on its findings.

The United States and Allies Should

Use investment screening mechanisms (CFIUS and CFIUS-like regimes) to prevent opaque data
collection and personal data exfiltration efforts. The EU in particular can also use its Data Protection
Authority to investigate improper data collection, transfer, or storage, though it may require national
security input to its deliberations.
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o Prioritize WTO suits against unfair trade practices in the technology realm that opaquely favor Chi-
nese Future Internet firms and decrease open market competition.
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